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:LH�YLHOH�6RIWZDUHSURGXNWH�XQWHUOLHJW� DXFK� -DYD�HLQHP�(QWZLFNOXQJVSUR]H���6FKRQ� ]XU=HLW� GHU� (LQI�KUXQJ� YRQ� -DYD� EHVWDQG� JUR�HV� ,QWHUHVVH� GDUDQ� GLH� 3ODWWIRUP� P|JOLFKVWVLFKHU� ]X�JHVWDOWHQ��0LWWOHUZHLOH� KDW� VLFK� DEHU� GDV�6LFKHUKHLWVPRGHOO� GHU� -DYD�3ODWWIRUPYRQ� HLQHP� VWULNWHP� ]X� HLQHP� VHKU� IHLQ� NRQILJXULHUEDUHQ� 0RGHOO� HQWZLFNHOW�� :DV� JHQDXGDKLQWHU�VWHFNW��VROO�LP�IROJHQGHQ�GDUJHVWHOOW�ZHUGHQ�(V� VWHKW� QDW�UOLFK� DX�HU� )UDJH�� GD�� LP� 5DKPHQ� GLHVHU� $UEHLW� QLFKW� DOOH6LFKHUKHLWVPHFKDQLVPHQ�EHKDQGHOW�ZHUGHQ�N|QQHQ��9LHOPHKU�ZHUGH�LFK�QXU�HLQHQ�3XQNWKHUDXVJUHLIHQ�XQG�DXI�LKQ�QlKHU�HLQJHKHQ��'DV��6LFKHUKHLWVPRGHOO�GHU�-DYD���3ODWWIRUP�,FK� P|FKWH� LP� IROJHQGHQ� GDUOHJHQ�� ZLH� PDQ� 6LFKHUKHLWVULFKWOLQLHQ� HLQULFKWHQ� XQGYHUZHQGHQ�NDQQ�XQG�ZHOFKH�0HFKDQLVPHQ�GDKLQWHU�VWHKHQ�'DV� %HLVSLHO� LP� $QKDQJ� VROO� GLH� $QZHQGXQJ� GHU� LP� IROJHQGHQ� QlKHU� EHVFKULHEHQHQ6LFKHUKHLWVPHFKDQLVPHQ�XQG��HLQVWHOOXQJHQ�YHUGHXWOLFKHQ�
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��� 6LFKHUKHLWVPHFKDQLVPHQ�LQ�GHQ�YHUVFKLHGHQHQ�-'.�9HUVLRQHQLP�hEHUEOLFN
,Q� DOOHQ� -DYD� 'HYHORSPHQW� .LW� �-'.�� 9HUVLRQHQ� VWHKW� HLQ� VRJHQDQQWHU� 6DQGNDVWHQ�Ä6DQGER[³��]XU�9HUI�JXQJ��LQ�GHP�PDQ�$QZHQGXQJHQ�DXVI�KUHQ��ÄVSLHOHQ�ODVVHQ³��NDQQ�'HU� 6DQGNDVWHQ� GLHQW� GHP� 6FKXW]� YHUVFKLHGHQHU� � 6\VWHPUHVVRXUFHQ� XQG� � VWHOOW� GLH*UHQ]H� HLQHU� GDULQ� ODXIHQGHU� $QZHQGXQJ� GDU�� %LOGOLFK� JHVSURFKHQ� KHL�W� GDV�� HLQH$QZHQGXQJ�NDQQ�QXU�PLW�GHP�6SLHO]HXJ�VSLHOHQ��GDV�GHU�6DQGNDVWHQ�]XU�9HUI�JXQJ�VWHOOW�VLHKH�DXFK�����6DQGNDVWHQPRGHOO��
,P�/DXIH� GHU�=HLW� KDW� VLFK� GDV�6LFKHUKHLWVPRGHOO� YRQ� -DYD� YRQ� HLQHP� VHKU� VWULNWHP� ]XHLQHP�VHKU� IHLQ�NRQILJXULHUEDUHQ�0RGHOO�HQWZLFNHOW�� ,P�IROJHQGHQ�VROO�HLQ�hEHUEOLFN��EHUGLH�6LFKHUKHLWVDUFKLWHNWXU�LQ�GHQ�YHUVFKLHGHQHQ�-'.�9HUVLRQHQ�JHJHEHQ�ZHUGHQ�

����� 6LFKHUKHLWVPRGHOO�LP�-'.����
'DV� 6LFKHUKHLWVPRGHOO� LP� -'.� ���� ZXUGH� HLQJHI�KUW� XP� &RGH�� GHVVHQ� $XWRU� QLFKWYHUWUDXW�ZLUG��XQG��EHU�GDV�1HW]ZHUN�JHODGHQ�ZLUG��HLQH�VHKU�HLQJHVFKUlQNWH�8PJHEXQJ]X� ELHWHQ�� /RNDOHQ� 3URJUDPPHQ� ZLUG� LP� *HJHQVDW]� GD]X� YHUWUDXW� XQG� VLH� VLQG� LQ� GHU/DJH���EHU�GLH�NRPSOHWWHQ�6\VWHPUHVVRXUFHQ�ZLH�]�%��GDV�'DWHLV\VWHP�]X�YHUI�JHQ�:LH� LQ�$EELOGXQJ�����JXW� ]X�VHKHQ��JLEW�HV�QXU� ]ZHL�0|JOLFKNHLWHQ��$OOHV�RGHU� Ä1LFKWV³�$QZHQGXQJHQ�� GLH� DXV� GHP� 1HW]� NRPPHQ�� G�UIHQ� VLFK� QXU� LP� 6DQGNDVWHQ� EHZHJHQ�ORNDOHQ�$QZHQGXQJHQ�KLQJHJHQ�VWHKHQ�DOOH�5HVVRXUFHQ�]XU�9HUI�JXQJ�
'LHVHV� 6LFKHUKHLWVPRGHOO� KDW� QDW�UOLFK� GHQ� 9RUWHLO�� GD�� NHLQ� IUHPGHU� &RGH� GDV� HLJHQH6\VWHP�JHIlKUGHQ� NDQQ�� DQGHUHUVHLWV� EHVWHKW� DEHU� DXFK� QLFKW� GLH�0|JOLFKNHLW�� IUHPGHQ&RGH�LQ�$XVQDKPHIlOOHQ�PHKU�5HFKWH�E]Z��5HVVRXUFHQ�]XU�9HUI�JXQJ�]X�VWHOOHQ�

$EELOGXQJ�����6LFKHUKHLWVPRGHOO�LP�-'.�����

����� 6LFKHUKHLWVPRGHOO�LP�-'.����
'DV� 6LFKHUKHLWVPRGHOO� LP� -'.� ���� KDW� VLFK� LQ� HLQHP� ZLFKWLJHQ� 3XQNW� JHJHQ�EHU� GHP0RGHOO�DXV�9HUVLRQ�����YHUlQGHUW��$XV�GHP�1HW]�JHODGHQH�$QZHQGXQJHQ��-DYD�$SSOHWV�-DYD�$QZHQGXQJHQ�� N|QQHQ� DXV� GHP� 6DQGNDVWHQ� ÄDXVEUHFKHQ³� XQG� VR� DXI� GLHNRPSOHWWHQ� 6\VWHPUHVVRXUFHQ� ]XJUHLIHQ�� 6R� NDQQ� ]�%�� HLQ� $SSOHW�� GDV� PDQ� DXV� GHP

��6WHKW�LP�IROJHQGHQ�I�U�3URJUDPPH
��4XHOOH��KWWS���MDYD�VXQ�FRP�GRFV�ERRNV�WXWRULDO�ILJXUHV�VHFXULW\����VFUW\PGO�JLI
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,QWHUQHW� KHUXQWHUJHODGHQ� KDW�� 'RNXPHQWH� ORNDO� DXVGUXFNHQ�� (UP|JOLFKW� ZLUG� GDV� GXUFKGDV�VRJHQDQQWH�6LJQLHUHQ�GHV�&RGHV��
'HU�-DYD�&RGH�PX��QDFKZHLVOLFK�YRQ�HLQHU�EHVWLPPWHQ�3HUVRQ�VWDPPHQ��XQG�GHU$QZHQGHU�PX��VLFK�HQWVFKHLGHQ��RE�HU�GHP�$XWRU�YHUWUDXW�XQG�VRPLW�GHU�$QZHQGXQJ�GLHJHVDPWHQ�6\VWHPUHVVRXUFHQ�]XJlQJOLFK�PDFKW�$XFK�LQ�GLHVHP�0RGHOO�JLEW�HV�ZLHGHU�QXU�6FKZDU]�RGHU�:HL���(QWZHGHU�PDQ�WUDXW�GHP$XWRU�GHV�&RGHV��RGHU�PDQ�I�KUW�GLH�$QZHQGXQJ�ZLHGHU�LQ�HLQHP�UHVWULNWLYHP�6DQGNDVWHQDXV�

�
$EELOGXQJ�����6LFKHUKHLWVPRGHOO�LP�-'.�����

����� 6LFKHUKHLWVPRGHOO�LP�-'.�������-DYD��
'LH� 9HUVLRQ� ���� GHV� -DYD� 'HYHORSPHQW� .LWV�� DXFK� -DYD� �� JHQDQQW�� KDW� HLQLJH9HUEHVVHUXQJHQ�]X�VHLQHQ�9RUJlQJHUQ�JHEUDFKW�
0LW� GLHVHU� 9HUVLRQ� LVW� GDV� Ä$OOHV� RGHU� 1LFKWV� 3ULQ]LS³� GHU� 9RUJlQJHUYHUVLRQHQGXUFKEURFKHQ�ZRUGHQ��(V�EHVWHKW� MHW]W� GLH�0|JOLFKNHLW�&RGH�� HJDO� RE�HU� �EHU� GDV�1HW]RGHU� ORNDO� JHODGHQ� ZXUGH�� EHVWLPPWHQ� 6LFKHUKHLWVULFKWOLQLHQ� ]X� XQWHUZHUIHQ�� 'LHVH6LFKHUKHLWVULFKWOLQLHQ� EHVWHKHQ� DXV� HLQHU� =XVDPPHQVWHOOXQJ� YHUVFKLHGHQHU� 5HFKWH�� GLHYHUVFKLHGHQHQ� � $XWRUHQ� � XQG�RGHU� YHUVFKLHGHQHQ� 1HW]DGUHVVHQ� �ORFDWLRQV�� ]XJHWHLOWZHUGHQ� N|QQHQ�� 6R� NDQQ� ]�%�� HLQHP� EHVWLPPWHQ� $SSOHW�� GDV� YRQ� HLQHU� EHVWLPPWHQ3HUVRQ� VLJQLHUW� ZXUGH�� GLH� 0|JOLFKNHLW� JHJHEHQ� ZHUGHQ�� VLFK� PLW� HLQHP� DQGHUHQEHVWLPPWHQ� 5HFKQHU� �EHU� HLQHQ� EHVWLPPWHQ� 3RUW� ]X� YHUELQGHQ�� ZDV� LP� ÄRUJLQDO³6DQGNDVWHQ�QLFKW�P|JOLFK�JHZHVHQ�ZlUH�
$EHU�DXFK�LQ�GHU�9HUVLRQ�����LVW�HV�P|JOLFK�HLQHQ�ÄRUJLQDOHQ³�6DQGNDVWHQ�]XU�9HUI�JXQJ]X�VWHOOHQ�

�L;�1RYHPEHU������³2IIHQH�*HVHOOVFKDIW´�YRQ�-|UQ�+HLG�6�����II
��4XHOOH��KWWS���MDYD�VXQ�FRP�GRFV�ERRNV�WXWRULDO�ILJXUHV�VHFXULW\����VFUWPGO��JLI
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$EELOGXQJ�����6LFKHUKHLWVPRGHOO�LQ�-DYD���

,P� IROJHQGHQ� .DSLWHO� VROO� QXQ� DXI� GDV� 6LFKHUKHLWVPRGHOO� GHU� -DYD� �� 3ODWWIRUP� QlKHUHLQJHJDQJHQ�ZHUGHQ�
����� 6DQGNDVWHQPRGHOO

,Q�GHQ�YRUDQJHJDQJHQHQ�$EVlW]HQ�ZDU� LPPHU�GLH�5HGH�YRP��6DQGNDVWHQ���:DV�JHQDXKLQWHU�GLHVHP�6DQGNDVWHQPRGHOO�VWHKW�VROO�DQ�GLHVHU�6WHOOH�NXU]�HUOlXWHUW�ZHUGHQ�'HU� �RULJLQDO��6DQGNDVWHQ�VWHOOW��ZLH�VFKRQ�RIW� HUZlKQW��HLQH�HLQJHVFKUlQNWH�8PJHEXQJI�U� QLFKWYHUWUDXWHQ� &RGH� GDU�� :HOFKH� 2SHUDWLRQHQ� &RGH�� GHU� LP� RULJLQDO� 6DQGNDVWHQDXVJHI�KUW�ZLUG��QLFKW�DXVI�KUHQ�GDUI��]HLJW�IROJHQGH�$XI]lKOXQJ�
� 'DWHLHQ�OHVHQ��VFKUHLEHQ��XPEHQHQQHQ�RGHU�O|VFKHQ� 'HQ�,QKDOW�HLQHV�9HU]HLFKQLVVHV�OHVHQ�RGHU�HU]HXJHQ� ,QIRUPDWLRQHQ��EHU�HLQH�'DWHL�VDPPHOQ��]�%��*U|�H��7\S������ ,QIRUPDWLRQHQ��EHU�GHQ�%HQXW]HU�LQ�(UIDKUXQJ�EULQJHQ��KRPH�GLUHFWRU\��XVHU�QDPH�� (LQH�1HW]ZHUNYHUELQGXQJ�]X�HLQHP�DQGHUHQ�5HFKQHU�ZLH�GHP�8UVSUXQJVUHFKQHU

DXIEDXHQ� $XI�1HW]ZHUNYHUELQGXQJHQ�ZDUWHQ�XQG�GLHVH�DQQHKPHQ� 1HW]ZHUNNRQWUROOIXQNWLRQHQ�DQJHEHQ� 6\VWHP�(LJHQVFKDIWHQ�DQJHEHQ�YHUlQGHUQ��]�%��os.name DXI�HLQHQ�DQGHUHQ�:HUWVHW]HQ�� (LQ�3URJUDPP�DXVI�KUHQ��ZHOFKHV�GLH�5XQWLPH�H[HF���0HWKRGH�RGHU�G\QDPLVFKH%LEOLRWKHNHQ�EHQXW]W� FODVV�ORDGHUV�RGHU�VHFXULW\�PDQDJHUV�HU]HXJHQ��LQVWDQ]LLHUHQ�� WKUHDGV��GLH�DX�HUKDOE�GHU�$SSOHW�WKUHDGJURXS�OLHJHQ��HU]HXJHQ�E]Z��YHUlQGHUQ��]�%�
HLQHQ�WKUHDG�LQ�GHU�3ULRULWlW�YHUlQGHUQ�� .ODVVHQ��GLH�ORNDO�LQ�3DNHWHQ�DXI�GHP�&OLHQW�OLHJHQ��GHILQLHUHQ�

��4XHOOH��KWWS���MDYD�VXQ�FRP�GRFV�ERRNV�WXWRULDO�ILJXUHV�VHFXULW\����VFUWPGO��JLI
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7URW]�GLHVHQ�(LQVFKUlQNXQJHQ�ELHWHW�GHU�6DQGNDVWHQ�NHLQH������6LFKHUKHLW�JHJHQ�EHUIUHPGHQ�3URJUDPPHQ��6LH�KDEHQ�QRFK�GLH�0|JOLFKNHLW�GDV�6\VWHP�DXI�DQGHUH�:HLVH��LQGLH�.QLH��]X�EULQJHQ�E]Z��GHQ�%HQXW]HU�]X�WlXVFKHQ��6R�N|QQHQ�IUHPGH�3URJUDPPH�
� 9LHO�5HFKHQOHLVWXQJ��YHUVFKOXFNHQ����&38�=HLW�YHUVFKZHQGHQ�� (LQJDEHPDVNHQ�IlOVFKHQ��VR�GD��GHU�%HQXW]HU�GD]X�JHEUDFKW�ZLUG��YHUWUDXOLFKH$QJDEHQ�DQ]XJHEHQ��VLHKH�$EELOGXQJ��$EELOGXQJ���� 6RJHQDQQWH��GHQLDO�RI�VHUYLFH��$QJULIIH�GXUFK]XI�KUHQ��]�%��]X�YLHOH�)HQVWHU�]X|IIQHQ�

$EELOGXQJ���%HLVSLHO�HLQHU�JHIlOVFKWHQ�(LQJDEHPDVNH�

$EELOGXQJ���2ULJLQDO�(LQJDEHPDVNH�

��KWWS���GHYHORSHU�MDYD�VXQ�FRP�GHYHORSHU�RQOLQH7UDLQLQJ�6HFXULW\�)XQGDPHQWDOV�LPDJHV�LQYDOLG3URPSW�JLI
��KWWS���GHYHORSHU�MDYD�VXQ�FRP�GHYHORSHU�RQOLQH7UDLQLQJ�6HFXULW\�)XQGDPHQWDOV�LPDJHV�YDOLG3URPSW�JLI
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��� 'DV�6LFKHUKHLWVPRGHOO�LQ�-DYD��
:LH�VFKRQ�HUZlKQW�KDW�GLH�(LQI�KUXQJ�GHU�-DYD���3ODWWIRUP�LP�6LFKHUKHLWVEHUHLFK�HLQLJH(UZHLWHUXQJHQ� JHEUDFKW�� 'DV� 6LFKHUKHLWVPRGHOO� LQ� -DYD� �� HUOHLFKWHUW6\VWHPDGPLQLVWUDWRUHQ�� :HEPDVWHUQ� DEHU� DXFK� DOOHQ� DQGHUHQ� GHQ� 8PJDQJ� PLW6LFKHUKHLWVHLQVWHOOXQJHQ�� (V� VSLHOW� KLHUEHL� NHLQH� 5ROOH�� RE� PDQ� VLFK� LP� ILUPHQHLJHQHQ,QWUDQHW�RGHU�LP�ZHOWXPVSDQQHQGHQ�,QWHUQHW�EHZHJW�6XQ�0LFURV\VWHPV�QHQQW���9RUWHLOH��GLH�GLH�-DYD���3ODWWIRUP�LQ�3XQFWR�6LFKHUKHLW�ELHWHW��
� (LQH�VHKU�IHLQ�NRQILJXULHUEDUH�=XJULIIVNRQWUROOH(V�ZDU�DXFK�VFKRQ�LQ�GHQ�lOWHUHQ�9HUVLRQHQ�GHV�-DYD�'HYHORSPHQW�.LWV�P|JOLFKEHVWLPPWH�2EMHNWH�PLW�=XJULIIVNRQWUROOHQ��%HUHFKWLJXQJVVWUXNWXUHQ�DXV]XVWDWWHQ��'LHVZDU�DOOHUGLQJV�PLW�HLQHP�EHWUlFKWOLFKHP�VLFKHUKHLWVNULWLVFKHQ�3URJUDPPLHUDXIZDQGYHUEXQGHQ�XQG�HV�ZXUGHQ�PHLVW�QXU�UHFKW�JUREH�6WUXNWXUHQ�HUUHLFKW�
� /HLFKW�NRQILJXULHUEDUH�6LFKHUKHLWVULFKWOLQLHQ

:LH�VFKRQ�HUZlKQW��ZDU�HV�DXFK�VFKRQ�LQ�IU�KHUHQ�9HUVLRQHQ�P|JOLFK��EHVWLPPWHQ$QZHQGXQJHQ�EHVWLPPWH�5HFKWH�HLQ]XUlXPHQ��'LHV�ZDU�DOOHUGLQJV�PLW�UHODWLY�YLHO$XIZDQG�YHUEXQGHQ�'HP�$QZHQGHU�XQG�(QWZLFNOHU�VROO�QXQ�GLH�0|JOLFKNHLW�JHJHEHQ�ZHUGHQ��RKQH3URJUDPPLHUDXIZDQG�6LFKHUKHLWVULFKWOLQLHQ�DXI]XVWHOOHQ��+LHU]X�GLHQHQ�GLH�3ROLF\'DWHLHQ��GLH�ZHLWHU�XQWHQ�QRFK�EHVSURFKHQ�ZHUGHQ�
� /HLFKW�]X�HUZHLWHUQGH�=XJULIIVNRQWUROOVWUXNWXUHQ

%LV�]X�GHU�9HUVLRQ�����PX�WH�PDQ��ZHQQ�PDQ�QHXH�%HUHFKWLJXQJHQ�LQ�HLQHP3URJUDPP�DXIQHKPHQ�ZROOWH�HLQH�QHXH�check�0HWKRGH�LQ�GHQ�security managerLPSOHPHQWLHUHQ��GLHVHU�3URJUDPPLHUDXIZDQG�LVW�LQ�GHU�QHXHQ�$UFKLWHNWXU�QLFKW�PHKUQ|WLJ��$XI�GDV�9RUJHKHQ�EHL�GHU�9HUVLRQ�����ZLUG�ZHLWHU�XQWHQ�QlKHU�HLQJHJDQJHQ�
� (UZHLWHUXQJ�YRQ�6LFKHUKHLWVNRQWUROOHQ�DXI�DOOH�-DYD�3URJUDPPH

,Q�GHU�9HUVLRQ�����ZLUG�QLFKW�PHKU�]ZLVFKHQ�ORNDOHP�&RGH��GHP�YHUWUDXW�ZLUG��XQGÄH[WHUQHQ³�&RGH�XQWHUVFKLHGHQ��YLHOPHKU�EHVWHKW�MHW]W�GLH�0|JOLFKNHLW��DXFK�ORNDOHQ&RGH�EHVWLPPWHQ�6LFKHUKHLWVULFKWOLQLHQ�]X�XQWHUZHUIHQ��'HVZHLWHUHQ�LVW�HV�Y|OOLJ�HJDO�RE�HV�VLFK�XP�HLQH�$QZHQGXQJ�RGHU�HLQ�$SSOHW�KDQGHOW��'LH�6LFKHUKHLWVULFKWOLQLHQODVVHQ�VLFK�LQGLYLGXHOO�DQSDVVHQ�
����� 3URWHFWLRQ�'RPDLQV

*UXQGOHJHQG� I�U� GLH� JHVDPWH� 6LFKHUKHLWVNRQ]HSWLRQ� GHU� -DYD� �� 3ODWWIRUP� VLQG� GLHVRJHQDQQWHQ�3URWHFWLRQ�'RPDLQV��:LUG�&RGH�JHODGHQ��ZLUG� HU� HLQHU�3URWHFWLRQ�'RPDLQ]XJHZLHVHQ��XQG�HU�GDUI�QXU�$NWLRQHQ�DXVI�KUHQ��GLH�LKP�GXUFK�GLH�'RPDLQ�]XJHVWDQGHQZHUGHQ�
������� :DV�LVW�HLQH�'RPDLQ"

(V�VWHOOW�VLFK�QDW�UOLFK�MHW]W�GLH�)UDJH��:DV�LVW�HLQH�'RPDLQ"(LQH� 'RPDLQ� EHVWHKW� DXV� HLQHU� =XVDPPHQVWHOOXQJ� YRQ� 2EMHNWHQ�� GHQHQ� EHVWLPPWH%HUHFKWLJXQJHQ� ]XJHWHLOW� ZHUGHQ�� 'LHVH� %HUHFKWLJXQJHQ� ZHUGHQ� LP� 6WDQGDUGIDOO� �EHUVRJHQDQQWH� SROLF\� ILOHV� �VLHKH� ���

��KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
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%HUHFKWLJXQJHQ� XQG� 6LFKHUKHLWVYRUJDEHQ� �6HFXULW\� 3ROLFLHV��� EHVWLPPW�� (LQH� 'RPDLQGLHQW�DOVR�]XU�=XVDPPHQVWHOOXQJ�XQG�,VRODWLRQ�EHVWLPPWHU�Ä%HUHFKWLJXQJHVHLQKHLWHQ³�

H�FODVV
G�FODVV
E�FODVV
V�FODVV
W�FODVV

GRPDLQ�$

GRPDLQ�%

%HUHFKWLJXQJHQ

%HUHFKWLJXQJHQ

,QVWDQ]HQ�LQ�GHU
YLUWXHOOHQ�0DVFKLQH VHFXULW\�SROLF\

$EELOGXQJ�����3URWHFWLRQ�'RPDLQ

,Q� $EELOGXQJ� ���� LVW� GDUJHVWHOOW�� GD�� GLH� 2EMHNWH� ]XU� /DXI]HLW� YHUVFKLHGHQHQ� 'RPDLQV]XJHWHLOW� ZHUGHQ�� GLH�ZLHGHUXP� YHUVFKLHGHQH�%HUHFKWLJXQJHQ� EHVLW]HQ�� %HUHFKWLJXQJHQHLQHU�'RPDLQ�ZHUGHQ�GXUFK�]ZHL�$WWULEXWH�EHVWLPPW�� 8QWHU]HLFKQHU�XQG� +HUNXQIW�GHV�&RGHV�
:REHL� GHU� 8QWHU]HLFKQHU� GLH� 3HUVRQ��� LVW�� GLH� GHQ� &RGH� GLJLWDO� XQWHU]HLFKQHW� KDW�� 'LH+HUNXQIW�VWHOOW�GLH�85/�GDU��YRQ�ZHOFKHU�GHU�&RGH�JHODGHQ�ZXUGH�
$X�HUGHP�LVW�P|JOLFK��DXFK�ZHQQ�GDV�QRFK�QLFKW�GXUFK�HLQH�VWDQGDUGPl�LJ�HLQJHEDXWH)XQNWLRQ� XQWHUVW�W]W� ZLUG�� 3URWHFWLRQ� 'RPDLQV� YRQ� HLQHU� .RPPXQLNDWLRQ� XQWHUHLQDQGHUDE]XKDOWHQ��VR�GD��MHGH�,QWHUDNWLRQ�HQWZHGHU��EHU�YHUWUDXWHQ�6\VWHPFRGH�RGHU��EHU�HLQHH[SOL]LWH�(UODXEQLV�EHLGHU�'RPDLQV�VWDWWILQGHQ�PX��

������� %HLVSLHO�I�U�'RPDLQV
8P�]X�]HLJHQ��ZLH�HLQH�VROFKH�'RPDLQ�DXVVHKHQ�NDQQ��VHL�KLHU�HLQ�%HLVSLHO�JHJHEHQ�
(V�ZXUGH�HLQH�VHFXULW\�SROLF\�VR�HLQJHULFKWHW��GD��DOOH�.ODVVHQ��GLH�YRQ�GHQ�5HFKQHUQ�GHV5HFKHQ]HQWUXP� )UDQNHQ� 8QWHUHU� 1HFNDU� KHUXQWHUJHODGHQ� XQG� YRP� 5HFKHQ]HQWUXPXQWHU]HLFKQHW�ZXUGHQ��LQ�GLH�'RPDLQ�rzfun�JHODQJHQ��$X�HUGHP�N|QQWHQ�LQ�GHU�JOHLFKHQVHFXULW\� SROLF\� GLH� .ODVVHQ�� GLH� YRQ� GHQ� :HEVHUYHUQ� YRQ� 6XQ� 0LFURV\VWHPVKHUXQWHUJHODGHQ�ZXUGHQ��HLQHU�'RPDLQ�sun�]XJHWHLOW�ZHUGHQ�
%HLGHQ�'RPDLQV�NDQQ�PDQ�GDQQ�GHPHQWVSUHFKHQGH�%HUHFKWLJXQJHQ�HLQUlXPHQ�:HQQ� PDQ� GLHVHV� %HLVSLHO� DXI� $EELOGXQJ� ���� �EHUWUDJHQ� P|FKWH�� VR� Z�UGH� ]�%�� GLHGRPDLQ�$�DXV�GHP�%HLVSLHO�GLH�'RPDLQ�rzfun�GDUVWHOOHQ�XQG�GLH�GRPDLQ�%�GLH�'RPDLQ
sun� 'LH�.ODVVHQ�e� s XQG�t Z�UGHQ�VRPLW��EHU�GLH�%HUHFKWLJXQJHQ�GHU�'RPDLQ�rzfun�XQG�GLH�.ODVVHQ�d XQG�b �EHU�GLH�%HUHFKWLJXQJHQ�GHU�sun�'RPDLQ�YHUI�JHQ�

��,QVWDQ]HQ�YRQ�.ODVVHQ�LQ�GHU�YLUWXHOOHQ�0DVFKLQH
���(V�NDQQ�VLFK�XP�HLQH�MXULVWLVFKH�RGHU�HLQH�QDW�UOLFKH�3HUVRQ�KDQGHOQ��)LUPD��2UJDQLVDWLRQ�RGHU�³OHLEOLFKH´�3HUVRQ�
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������� .DWHJRULHQ�YRQ�'RPDLQV
*UXQGVlW]OLFK� ZLUG� LQ� ]ZHL� .DWHJRULHQ� YRQ� 'RPDLQV� XQWHUWHLOW�� 'LH� 6\VWHP� XQG� GLH$QZHQGXQJV�GRPDLQV�

6\VWHP�GRPDLQ

$QZHQGXQJ�� $QZHQGXQJ�� $QZHQGXQJ��Q

'DWHLHQ

'UXFNHU

1HW]ZHUN

$:7

$EELOGXQJ�����6\VWHP�XQG�$QZHQGXQJV�'RPDLQV

=X� GHQ� 6\VWHP� GRPDLQV� ]lKOHQ� DOOH� .ODVVHQ�� GLH� XQHLQJHVFKUlQNW� DXI� GLH� 5HVVRXUFHQGHV� 5HFKQHUV� ]XJUHLIHQ� N|QQHQ�� :LH� DXV� $EELOGXQJ� ���� ]X� HUVHKHQ�� ]lKOHQ� ]�%�� GLH.ODVVHQ� MDYD�LR�)LOH�� MDYD�DZW� XQG� MDYD�QHW� GD]X�� $EHU� DXFK� GLH� .ODVVHQ� GLH� �EHU� GHQ&/$663$7+� HUUHLFKW� ZHUGHQ� N|QQHQ� ZHUGHQ� DOV� 6\VWHPFRGH� EHKDQGHOW� XQG� ]lKOHQVRPLW� DXFK� ]XU� 6\VWHPGRPDLQ�� $OOH� DQGHUHQ� 'RPDLQV� ZHUGHQ� DOV� $QZHQGXQJVGRPDLQEH]HLFKQHW�
������� 'RPDLQ�EHUJUHLIHQGH�0HWKRGHQDXIUXIH

:LH�ZHLWHU�REHQ�EHVFKULHEHQ��JHK|UW�MHGHU�&RGH��XQG�VRPLW�MHGHV�2EMHNW��LPPHU�]X�HLQHU3URWHFWLRQ�'RPDLQ��$OOHUGLQJV�NDQQ�HV�DXFK� YRUNRPPHQ�� GD��HLQH�$QZHLVXQJVHLQKHLW��QLFKW� NRPSOHWW� LQQHUKDOE� HLQHU� 3URWHFWLRQ� 'RPDLQ� DEOlXIW�� VRQGHUQ� VLFK� �EHU� PHKUHUH'RPDLQV�HUVWUHFNW��'LHV� LVW� ]�%�� GHU�)DOO��ZHQQ�HLQH�$QZHQGXQJ�HLQH�0HOGXQJ�DXVJLEW�+LHU� PX�� GLH� $QZHQGXQJVGRPDLQ� PLW� GHU� 6\VWHPGRPDLQ� LQWHUDJLHUHQ�� GD� GLH6\VWHPGRPDLQ� GHU� HLQ]LJH� 3XQNW� LVW�� �EHU� GHQ� PLW� GHP� 6\VWHP� NRPPXQL]LHUW� ZHUGHQNDQQ��,Q�GLHVHP�)DOO�LVW�HV�HQRUP�ZLFKWLJ��GD��GLH�$QZHQGXQJVGRPDLQ�GXUFK�GHQ�$XIUXIGHU� 6\VWHPGRPDLQ� NHLQH� ]XVlW]OLFKHQ� 5HFKWH� HUKlOW�� ,P� XPJHNHKUWHQ� )DOO� GDUI� HVQDW�UOLFK�DXFK�QLFKW�P|JOLFK�VHLQ�� GD��HLQH�$QZHQGXQJVGRPDLQ� GXUFK�HLQHQ�$XIUXI� GHU6\VWHPGRPDLQ�PHKU� 5HFKWH� EHNRPPW�� ZLH� LKU� GXUFK� GLH� SROLFLHV� ]XJHVWDQGHQ�ZXUGHQ�'LHVH�6LWXDWLRQ��6\VWHPGRPDLQ�UXIW�0HWKRGH�DXV�GHU�$QZHQGXQJVGRPDLQ�DXI��NDQQ�]�%�GDQQ�DXIWUHWHQ��ZHQQ�GDV�6\VWHP�GLH�paint()�0HWKRGH�HLQHV�$SSOHWV�DXIUXIW�
.XU]� JHVDJW� NDQQ� VLFK� NHLQH� 'RPDLQ�� GLH� PLW� ZHQLJHU� 5HFKWHQ� ZLH� HLQH� DQGHUHDXVJHVWDWWHW� LVW�� GXUFK� $XIUXI� YRQ� 0HWKRGHQ� HLQHU� DQGHUHU� 'RPDLQ� PLW� PHKU� 5HFKWHQDXVVWDWWHQ�

���HV�PX��VLFK�LQ�GLHVHP�)DOO�QLFKW�XP�HLQHQ�7KUHDG�KDQGHOQ
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(LQH�HLQIDFKH�5HJHOXQJ�I�U�GRPDLQ�EHUJUHLIHQGH�0HWKRGHQDXIUXIH�LVW���� 'LH� %HUHFKWLJXQJ� I�U� GLH� DXVI�KUHQGH� $QZHLVXQJ� LVW� GLH� NOHLQVWH� JHPHLQVDPH%HUHFKWLJXQJ�� DOOHU� YRQ� GHU� $QZHLVXQJ� EHU�KUWHU� 3URWHFWLRQ� 'RPDLQV�� �ÄNOHLQVWHUJHPHLQVDPHU�1HQQHU³�� (LQH�%HUHFKWLJXQJ��ZLUG�HUWHLOW��ZHQQ�HLQ�&RGHVW�FN�GLH�0HWKRGH�beginPrivileged
�VLHKH�ZHLWHU�XQWHQ��DXIUXIW��XQG
�� HV�GXUFK�GLH�HLJHQH�3URWHFWLRQ�'RPDLQ�XQG
�� DOOH�GLUHNWH�RGHU�LQGLUHNW�EHU�KUWHQ�QDFKIROJHQGHQ�'RPDLQV�HUODXEW�LVW�

:LH� VFKRQ� REHQ� NXU]� HUZlKQW�� JLEW� HV� DXFK� GLH� 0|JOLFKNHLW� PLW� GHU� doPrivileged0HWKRGH�&RGHIUDJPHQWH�NXU]]HLWLJ�PLW�PHKU�5HFKWHQ�DXV]XVWDWWHQ��DOV�LKUHU�$QZHQGXQJQRUPDOHUZHLVH� ]XVWHKHQ�Z�UGH�� 'LHVH� )XQNWLRQ�ZLUG� LQ�PDQFKHQ� 6LWXDWLRQHQ� Q|WLJ�� $OV%HLVSLHO� VHL� KLHU� GLH� 9HUZHQGXQJ� YRQ� 6FKULIWHQ� JHQDQQW�� (LQH� $QZHQGXQJ� �$SSOHW�� KDW]�%�� NHLQH� %HUHFKWLJXQJ� GLUHNW� YRQ� GHU� )HVWSODWWH� 6FKULIWGDWHLHQ� ]X� OHVHQ�� VLH� PX�DOOHUGLQJV�GLHVH�6FKULIWHQGDWHLHQ�]XU�9HUI�JXQJ�KDEHQ�
(LQ�$XIUXI�GHU�doPrivileged 0HWKRGH�HUP|JOLFKW�DOOHUGLQJV�NHLQHU�.ODVVH�� VLFK�PHKU5HFKWH�DQ]XHLJQHQ��YLHOPHKU�NDQQ�VLH�%HUHFKWLJXQJHQ��GLH�VLH�EHVLW]W��DQGHUHQ�.ODVVHQ]XU� 9HUI�JXQJ� VWHOOHQ�� G�K�� GLH� doPrivileged� 0HWKRGH� LVW� QLFKW� LQ� GHU� DXIUXIHQGHQ�VRQGHUQ� LQ� GHU� DXIJHUXIHQHQ� 0HWKRGH� LPSOHPHQWLHUW�� ,Q� XQVHUHP� %HLVSLHO� PLW� GHU6FKULIWGDWHL��LVW�GLH�doPriviliged�0HWKRGH�QLFKW�LP�$SSOHW�LPSOHPHQWLHUW��VRQGHUQ�LQ�GHUHQWVSUHFKHQGHQ�.ODVVH�GHU�6\VWHPGRPDLQ�

*UHLIW�HLQ�2EMHNW�HLQHU�3URWHFWLRQ�'RPDLQ�DXI�HLQH�0HWKRGH�]X��GLH� VLHQLFKW� DXVI�KUHQ� GDUI�� ZLUG� DQ� GHU� HUVWHQ� 6WHOOH�� DQ� GHU� HV� ]X� HLQHU9HUOHW]XQJ� YRQ� =XJULIIVUHFKWHQ� NRPPW�� HLQH� ([FHSWLRQ� HU]HXJW�� :LUGNHLQH�([FHSWLRQ�HU]HXJW��VR�ZXUGH�GHU�$XIUXI�GHU�0HWKRGH�HUODXEW�

����� :DUXP�3URWHFWLRQ�'RPDLQV"
1DFK� GHQ� $XVI�KUXQJHQ� ZDV� HLQH� 'RPDLQ� LVW�� VROOWH� HLQH� )UDJH� OHLFKW� ]X� EHDQWZRUWHQVHLQ��:DUXP�3URWHFWLRQ�'RPDLQV"
%LV� ]XP� 'RPDLQPRGHOO� JDE� HV� QXU� ]ZHL� 0|JOLFKNHLWHQ�� GHP� &RGH� ZXUGH� HQWZHGHUYHUWUDXW�XQG�DOOH�5HFKWH�HLQJHUlXPW��RGHU�LKP�ZXUGH�QLFKW�YHUWUDXW�XQG�VRPLW�DXFK�NHLQH5HFKWH� ]XJHVWDQGHQ�� 6ROFKH� UHFKW� HLQIDFKHQ� (QWVFKHLGXQJHQ� PDJ� HV� LP� &RPSXWHUJHEHQ��DEHU�LQ�GHU�ZLUNOLFKHQ�:HOW�ZLUG�HV�VFKZHU�VHLQ�DOOHV�QDFK�GLHVHP�6FKZDU]�:HL��3ULQ]LS�DE]XKDQGHOQ��0LW�GHQ�3URWHFWLRQ�'RPDLQV�HUKlOW�PDQ�GLH�0|JOLFKNHLW�EHVWLPPWHQ$QZHQGXQJHQ�EHVWLPPWH��VHKU�IHLQ�NRQILJXULHUEDUH��5HFKWH�HLQ]XUlXPHQ�1HW]ZHUNDGPLQLVWUDWRUHQ� VRZLH� :HEPDVWHU� XQG� DOOH� DQGHUHQ� %HQXW]HU�� GLH6LFKHUKHLWVULFKWOLQLHQ� HLQULFKWHQ� P�VVHQ�� N|QQHQ� PLW� GHP�� LQ� -DYD� �� QHX� HLQJHI�KUWHP0RGHOO�� 6LFKHUKHLWVHLQVWHOOXQJHQ� YRUQHKPHQ�� RKQH� bQGHUXQJHQ� LP� 4XHOOWH[W� GHU3URJUDPPH� YRUQHKPHQ� ]X� P�VVHQ�� (V� LVW� UHFKW� OHLFKW� VLFK� HLJHQH%HUHFKWLJXQJVVWUXNWXUHQ� I�U� YHUVFKLHGHQH� 3URJUDPPH� XQG�RGHU� YHUVFKLHGHQH� $XWRUHQHLQ]XULFKWHQ�� 0DQ� NDQQ� VHOEVW� HQWVFKHLGHQ�� RE� PDQ� EHVWLPPWHQ� 3URJUDPPHQ=XJULIIVEHUHFKWLJXQJHQ�HUWHLOHQ�P|FKWH�RGHU�QLFKW��'LHV�ZDU�ELV�]X�-DYD���QXU�PLW�UHODWLYYLHO�3URJUDPPLHUDXIZDQG�]X�EHZHUNVWHOOLJHQ�

���VXQ�HGXFDWLRQDO�VHUYLFHV�±�,PSOHPHQWLQJ�-DYD�6HFXULW\�����
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����� %HUHFKWLJXQJHQ�XQG�6LFKHUKHLWVYRUJDEHQ��6HFXULW\�3ROLFLHV�
:LH� XQWHU� ���� HUZlKQW�� N|QQHQ� 3URWHFWLRQ� 'RPDLQV� EHVWLPPWH� 5HFKWH� HLQJHUlXPWZHUGHQ�� 'LHVH� =XZHLVXQJ� HUIROJW� �EHU� GLH� 6HFXULW\� 3ROLFLHV�� +LHU� ZHUGHQ� $XWRUHQ� XQG&RGHKHUNXQIW��� PLW� %HUHFKWLJXQJHQ� XQG� 6LFKHUKHLWVYRUJDEHQ� YHUVHKHQ�� DOVR� 'RPDLQVJHELOGHW�
(V� KDQGHOW� VLFK� LP� 1RUPDOIDOO� XP� $6&,,� 'DWHLHQ�� GLH� DQ� EHVWLPPWHQ� 6WHOOHQ� LP9HU]HLFKQLVEDXP�DEJHOHJW�VLQG��0DQ�XQWHUVFKHLGHW�KLHU�GUHL�YHUVFKLHGHQH�3ROLF\�)LOHV�
� 6\VWHP�3ROLF\�)LOH�� 8VHU�3ROLF\�)LOH�XQG�GDV� $QZHQGXQJV�3ROLF\�)LOH�
:R� VLFK� GLH� 'DWHLHQ� EHILQGHQ� ZLUG� LQ� GHU� java.security� 'DWHL�� GLH� VLFK� LP8QWHUYHU]HLFKQLV� lib/security� GHV� -5(� 9HU]HLFKQLVVHV� EHILQGHW�� GHILQLHUW�6WDQGDUGPl�LJ� EHILQGHW� VLFK� GLH� 6\VWHP� 3ROLF\� 'DWHL� DXFK� LP� lib/security9HU]HLFKQLV� GHV� -5(V�� XQG� KHL�W� java.policy� +LHU� ODVVHQ� VLFK� DXFK� QRFK� ZHLWHUH3ROLF\�'DWHLHQ�DQJHEHQ��GLH�GDQQ� LQ�GHU�DQJHJHEHQHQ�5HLKHQIROJH�HLQJHOHVHQ�ZHUGHQ�%HUHFKWLJXQJHQ�ZHUGHQ�GDQQ�LPPHU�ÄKLQ]XJHI�JW³�
��
SROLF\�XUO�� ILOH��^MDYD�KRPH`�OLE�VHFXULW\�MDYD�SROLF\
��

4XHOOWH[W���$XVVFKQLWW�DXV�GHU�java.security�'DWHL

,Q� GHU� java.security� 'DWHL� ZHUGHQ� DX�HUGHP� ZHLWHUH� VLFKHUKHLWVUHOHYDQWH(LQVWHOOXQJHQ� YRUJHQRPPHQ�� GLH� DEHU� DQ� GLHVHU� 6WHOOH� QLFKW� ZHLWHU� HUOlXWHUW� ZHUGHQVROOHQ�
:LH� LQ� 4XHOOWH[W� �� ]X� VHKHQ� KDQGHOW� HV� VLFK� EHL� GHU� 'HILQLWLRQ� GHU� 3ROLF\� 'DWHLHQ� XP85/V�� (V� N|QQWH� VLFK� DOVR� SULQ]LSLHOO� DXFK� XP� HLQH� 3ROLF\� 'DWHL� KDQGHOQ�� GLH� VLFKLUJHQGZR� LQ�HLQHP� ,QWUDQHW�EHILQGHW�XQG�YRQ�HLQHP�$GPLQLVWUDWRU� ]HQWUDO� YHUZDOWHW�ZLUG�6RPLW� OLH�H� VLFK� HLQH� XQWHUQHKPHQVZHLWH� 6LFKHUKHLWVVWUXNWXU� I�U� -DYD� $QZHQGXQJHQLPSOHPHQWLHUHQ�

������� 6\VWHP�3ROLF\�)LOH
'LH� 6\VWHP� 6HFXULW\� 'DWHL� GHILQLHUW� GDV� *UXQGJHU�VW� GHU� 6LFKHUKHLWVHLQVWHOOXQJHQ� GHUYLUWXHOOHQ�0DVFKLQH��(LQH�6\VWHP�3ROLF\�'DWHL�LVW�I�U�MHGHQ�%HQXW]HU��GHU�PLW�GHU�YLUWXHOOHQ0DVFKLQH� DUEHLWHW� JOHLFK�� -HGHP� 3URJUDPP� OLHJHQ� GLHVH� 6LFKHUKHLWVHLQVWHOOXQJHQ� ]X*UXQGH��� ,Q� 4XHOOWH[W� �� ZLUG� GLH� VWDQGDUGPl�LJH� java.policy 'DWHL� JH]HLJW�� 'DV)RUPDW�GHU�'DWHL�ZLUG�ZHLWHU�XQWHQ�QRFK�QlKHU�HUOlXWHUW�

���ORFDWLRQV�J
���QXU�ZHQQ�DXFK�HLQ�VHFXULW\�PDQDJHU�DNWLYLHUW�LVW�
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���GHIDXOW�SHUPLVVLRQV�JUDQWHG�WR�DOO�GRPDLQV

JUDQW�^
���DOORZV�DQ\RQH�WR�OLVWHQ�RQ�XQ�SULYLOHJHG�SRUWV
SHUPLVVLRQ�MDYD�QHW�6RFNHW3HUPLVVLRQ��ORFDOKRVW����������OLVWHQ��

����VWDQGDUG��SURSHULHV�WKDW�FDQ�EH�UHDG�E\�DQ\RQH

SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YHUVLRQ����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YHQGRU����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YHQGRU�XUO����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�FODVV�YHUVLRQ����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��RV�QDPH����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��RV�YHUVLRQ����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��RV�DUFK����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��ILOH�VHSDUDWRU����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��SDWK�VHSDUDWRU����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��OLQH�VHSDUDWRU����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�VSHFLILFDWLRQ�YHUVLRQ����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�VSHFLILFDWLRQ�YHQGRU����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�VSHFLILFDWLRQ�QDPH����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YP�VSHFLILFDWLRQ�YHUVLRQ����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YP�VSHFLILFDWLRQ�YHQGRU����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YP�VSHFLILFDWLRQ�QDPH����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YP�YHUVLRQ����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YP�YHQGRU����UHDG��
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�YP�QDPH����UHDG��

`�

4XHOOWH[W���'LH�'DWHL�MDYD�SROLF\

������� %HQXW]HU�3ROLF\�)LOH
,P�*HJHQVDW]�]X�GHU�6\VWHP�3ROLF\�'DWHL�JLEW�HV�DXFK�QRFK�%HQXW]HU�3ROLF\�'DWHLHQ��GLHI�U� MHGHQ�%HQXW]HU� LQGLYLGXHOO� JHOWHQ��0LW� LKQHQ� KDW� MHGHU�%HQXW]HU� GLH�0|JOLFKNHLW�� VLFKVHLQH�HLJHQHQ�6LFKHUKHLWVULFKWOLQLHQ�HLQ]XULFKWHQ��:R�VLFK�GLH�%HQXW]HU�'DWHLHQ�EHILQGHQ�ZLUG�DXFK�LQ�GHU�java.security 'DWHL�DQJHJHEHQ��,Q�GHQ�6WDQGDUGHLQVWHOOXQJHQ�ZLUGGLH�'DWHL�.java.policy DXV�GHP�+RPHYHU]HLFKQLV�GHV�%HQXW]HUV�JHODGHQ�
��
SROLF\�XUO�� ILOH��^XVHU�KRPH`��MDYD�SROLF\
��

4XHOOWH[W���$XVVFKQLWW�DXV�GHU�MDYD�VHFXULW\�'DWHL

'LH� ]XVlW]OLFKHQ� %HUHFKWLJXQJHQ�� GLH� GXUFK� HLQH� %HQXW]HU� 3ROLF\� 'DWHL� HLQJHUlXPWZHUGHQ��ZHUGHQ�HLQIDFK�]X�GHQ�ELVKHU�EHVWHKHQGHQ�%HUHFKWLJXQJHQ�ÄDGGLHUW³�
)HKOHQ� EHLGH� 'DWHLHQ�� 6\VWHP� XQG� %HQXW]HU� 3ROLF\�� JHOWHQ� GLH� ÄHLQJHEDXWHQ³6LFKHUKHLWVULFKWOLQLHQ��GLH�GLH�6DQGNDVWHQ�%HUHFKWLJXQJ�DOV�5LFKWOLQLH�QHKPHQ�

6WDQGDUG�LVW�HLQH�6\VWHP��VRZLH�HLQH�%HQXW]HU�5LFKWOLQLH�

������� $QZHQGXQJV�3ROLF\�)LOH
6HLW� GHU�9HUVLRQ� ���� GHV� -'.V� NDQQ� DXFK� HLQH�$QZHQGXQJ� HLQH�3ROLF\�'DWHL� EHVLW]HQ�6RPLW�NDQQ�PDQ�DXFK�HLQHU�EHVWLPPWHQ�$QZHQGXQJ�EHVWLPPWH�5HFKWH�JHEHQ�
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'LH�1DPHQVNRQYHQWLRQ�VLHKW�IROJHQGHUPD�HQ�DXV�

SROLF\�DSSOLFDWLRQ�QDPH SROLF\BQDPH

4XHOOWH[W���$QZHQGXQJV�3ROLF\�'DWHL

(LQ�%HLVSLHO�KLHU]X�

SROLF\�QDYLJDWRU QDYLJDWRU�SROLF\

4XHOOWH[W���%HLVSLHO�I�U�HLQH�$QZHQGXQJV�3ROLF\�'DWHL�$QJDEH

������� 3ROLF\�)LOH�)RUPDW
'DV�)RUPDW�GHU�3ROLF\�'DWHL�LVW�I�U�6\VWHP�XQG�%HQXW]HU�5LFKWOLQLHQ�JOHLFK��+LHU�VROO�GDV)RUPDW�NXU]�YRUJHVWHOOW�ZHUGHQ�

JUDQW�>VLJQHG%\��VLJQHUBQDPHV�@�>�FRGH%DVH��85/�@�^
SHUPLVVLRQ�SHUPLVVLRQBFODVVBQDPH�>�WDUJHWBQDPH�@

��>���DFWLRQ�@�>��VLJQHG%\��VLJQHUBQDPHV�@�
SHUPLVVLRQ����

`�

4XHOOWH[W���)RUPDW�GHU�3ROLF\�'DWHLHQ

,Q�4XHOOWH[W���VLHKW�PDQ�GHQ�SULQ]LSLHOOHQ�$XIEDX�GHU�'DWHL��'LH�(LQWUlJH� LQ�GHQ�HFNLJHQ.ODPPHUQ�VLQG�RSWLRQDO�XQG�N|QQHQ�VRPLW�ZHJJHODVVHQ�ZHUGHQ��ZHQQ�VLH�QLFKW�EHQ|WLJWZHUGHQ��(LQ�%HLVSLHO�HLQHU�'DWHL�VLHKW�PDQ�LQ�4XHOOWH[W���
$OOJHPHLQ�JLOW�I�U�DOOH�(LQWUlJH���� (LQ�(LQWUDJ�EHJLQQW�PLW�GHP�6FKO�VVHOZRUW grant� -HGHU��%HUHFKWLJXQJVXQWHUHLQWUDJ��EHJLQQW�PLW�GHP�6FKO�VVHOZRUW�permission� /HHU]HLFKHQ�VLQG�YRU�XQG�QDFK�.RPPDWD�HUODXEW�� 'HU�1DPH�GHU�3HUPLVVLRQ�.ODVVH�PX��TXDOLIL]LHUW�DQJHJHEHQ�ZHUGHQ�

�]�%� java.io.FilePermission�� 'DV�action�)HOG�LVW�RSWLRQDO��PX��DEHU��ZHQQ�HV�DQJHJHEHQ�LVW��GLUHNW�QDFK�GHP
target_name�)HOG�DQJHJHEHQ�ZHUGHQ�� 'DV�codeBase�)HOG�LVW�RSWLRQDO��)DOOV�HV�ZHJJHODVVHQ�ZLUG��JLOW�GLH�5LFKWOLQLH�I�U�DOOH
&RGH%DVHV�� 'DV�HUVWH�signedBy�)HOG�NDQQ�HLQH�GXUFK�.RPPDWD�JHWUHQQWH�/LVWH�YRQ
XQWHU]HLFKQHQGHQ�$XWRUHQ�VHLQ��]�%���&DUROV�(ULF�1LFN³��ZDV�VRYLHO�KHL�W�ZLH��GD��GHU&RGH�YRQ�&DUORV�XQG�(ULF�XQG�1LFN�XQWHU]HLFKQHW�VHLQ�PX���(V�UHLFKW�QLFKW�DXV��ZHQQGHU�&RGH�QXU�YRQ�HLQHP�GHU�GUHL�XQWHU]HLFKQHW�ZXUGH�� 'DV�]ZHLWH�signedBy�)HOG��KLQWHU�3HUPLVVLRQ��EH]LHKW�VLFK�DXI�GLH�%HUHFKWLJXQJ�DQVLFK��+LHU�PX��GLH�DQJHJHEHQH�3HUVRQ�GHQ�%\WHFRGH�XQWHU]HLFKQHW�KDEHQ��GHU�GLH%HUHFKWLJXQJ�LPSOHPHQWLHUW�

���KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
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$X�HU�GHQ�HLJHQWOLFKHQ�%HUHFKWLJXQJHQ��GLH�DQJHJHEHQ�ZHUGHQ��NDQQ�DXFK�HLQ�ÄNH\VWRUH³
(LQWUDJ�DQJHJHEHQ�ZHUGHQ�

,Q� GHU� MHW]LJHQ� 9HUVLRQ� GHV� -'.V� NDQQ� QXU� HLQ� NH\VWRUH� (LQWUDJ
YRUNRPPHQ��:HQQ�PHKUHUH�(LQWUlJH�DQJHJHEHQ�VLQG��ZLUG�QXU�GHU�HUVWH(LQWUDJ�EHU�FNVLFKWLJW��DOOH�DQGHUHQ�ZHUGHQ�LJQRULHUW�

(LQ� ÄNH\VWRUH³� LVW� HLQH� 'DWHQEDQN�� GLH� |IIHQWOLFKH� 6FKO�VVHO� XQG� GLH� GD]XJHK|ULJHQ=HUWLILNDWH� HQWKlOW�� :HQQ� DOVR� LQ� HLQHP� grant� (LQWUDJ� HLQ� $XWRU� DOV� 8QWHU]HLFKQHUDQJHJHEHQ�LVW��ZLUG�GLH�NH\VWRUH�'DWHQEDQN�QDFK�GHP�SDVVHQGHQ�|IIHQWOLFKHQ�6FKO�VVHOGXUFKVXFKW� XQG� DQVFKOLH�HQG� GLH� 'DWHL� ÄIUHLJHJHEHQ³�� 'LH� $QJDEH� ]X� HLQHU� NH\VWRUH'DWHQEDQN�VLHKW�IROJHQGHUPD�HQ�DXV�

NH\VWRUH��VRPHBNH\VWRUHBXUO����NH\VWRUHBW\SH��

4XHOOWH[W���$QJDEH�GHU��NH\VWRUH��'DWHQEDQN

+LHU�VSH]LIL]LHUW�GDV�)HOG�"some_keystore_url"�HLQH�85/��DQ�GHU�GLH�'DWHQEDQN�OLHJW�$XFK� KLHU� LVW� HV� ZLHGHU� P|JOLFK� HLQH� 'DWHQEDQN� XQWHUQHKPHQVZHLW� ]XU� 9HUI�JXQJ� ]XVWHOOHQ�� GDPLW� QLFKW� MHGHU�0LWDUEHLWHU� VHLQH�'DWHQEDQN� VHOEVW� SIOHJHQ�PX��� 'LH� $QJDEHGHV�7\SHV�GHU�'DWHQEDQN�LVW�RSWLRQDO��:LUG�NHLQ�7\S�DQJHJHEHQ��VR�ZLUG�GHU�6WDQGDUGW\SDXV� GHU� java.security 'DWHL� KHUDQJH]RJHQ�� 'LH� DQJHJHEHQH� 85/� LVW� UHODWLY� ]XU3ROLF\�'DWHL�]X�EHWUDFKWHQ��%HL�IROJHQGHU�$QJDEH�GHU�3ROLF\�'DWHL�LQ�GHU�java.security'DWHL�

SROLF\�XUO�� KWWS���LFK�ZHLVV�QHW�VRQVWZDV�LUJHQGHLQH�SROLF\

4XHOOWH[W���%HLVSLHO�]XU�$QJDEH�HLQHU�3ROLF\�85/

XQG�IROJHQGHP�NH\VWRUH�(LQWUDJ�

NH\VWRUH���NH\VWRUH�

4XHOOWH[W���%HLVSLHO�]XU�$QJDEH�HLQHV�NH\VWRUHV

ZLUG�XQWHU�IROJHQGHU�85/�QDFK�GHU�'DWHQEDQN�JHVXFKW�

KWWS���LFK�ZHLVV�QHW�VRQVWZDV��NH\VWRUH

4XHOOWH[W����%HLVSLHO�]XU�NH\VWRUH�85/

'LH�DQJHJHEHQH�85/�NDQQ�QDW�UOLFK�DXFK�DEVROXW�DQJHJHEHQ�ZHUGHQ�
$OV�7\S�GHU�'DWHQEDQN�ZLUG�GDV�)RUPDW�GHU�'DWHQEDQN�VHOEVW�XQG�GHU�$OJRULWKPXV��GHU]XP�6FKXW]��� GHU� |IIHQWOLFKHQ� 6FKO�VVHO� YHUZHQGHW� ZLUG�� EH]HLFKQHW�� 'HU� 6WDQGDUGZHUWVWHKW�KLHU�DXI�"JKS" HLQHP�SURSHULWlUHQ�7\S�YRQ�6XQ�0LFURV\VWHPV�
%HL� YLHOHQ� %HUHFKWLJXQJVHLQVWHOOXQJHQ� LVW� HV� VLQQYROO�� VRJHQDQQWH� �:LOGFDUGV�� ]XYHUZHQGHQ��=XP�%HLVSLHO�P|FKWH�PDQ�HLQ�JDQ]HV�9HU]HLFKQLV�]XP�6FKUHLEHQ�IUHLJHEHQXQG�QLFKW�QXU�HLQH�HLQ]HOQH�'DWHL�

���DXFK�,QWHJULWlWVVFKXW]
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)�U�GLHVHV�%HLVSLHO�JLOW�� 9HU]HLFKQLV�� VWHKW�I�U�DOOH�'DWHLHQ�LP�DQJHJHEHQHQ�9HU]HLFKQLV�
� 9HU]HLFKQLV��� VWHKW�I�U�DOOH�'DWHLHQ�XQG�8QWHUYHU]HLFKQLVVH

� DXVJHKHQG�YRP�DQJHJHEHQHQ�9HU]HLFKQLV�� � VWHKW�I�U�GDV�NRPSOHWWH�'DWHLV\VWHP�
�:LOGFDUGV��N|QQHQ�DXFK�EHL�GHU�%HUHFKWLJXQJ�MDYD�QHW�6RFNHW3HUPLVVLRQ�VLQQYROO
VHLQ��$XFK�KLHU�HLQ�NOHLQHV�%HLVSLHO�
� �GRPDLQ� VWHKW�I�U�DOOH�5HFKQHU�LQ�HLQHU�'RPlQH��
� �VXEGRPDLQ�GRPDLQ VWHKW�I�U�DOOH�5HFKQHU�HLQHU�8QWHUGRPlQH
�  VWHKW�I�U�DOOH�5HFKQHU�
:LH� GLH� HLQ]HOQHQ� %HUHFKWLJXQJHQ�PLW� GHQ� �:LOGFDUGV�� XPJHKHQ� LVW� ZHLWJHKHQG� LKQHQ�EHUODVVHQ��'LHV�PX��LQ�GHU�MHZHLOLJHQ�3HUPLVVLRQ�.ODVVH�LPSOHPHQWLHUW�ZHUGHQ�

��������� �9DULDEOHQ��LQ�GHU�3ROLF\�XQG�GHU�6HFXULW\�3URSHUWLHV�'DWHL
(V�EHVWHKW�GLH�0|JOLFKNHLW���9DULDEOHQ��LQ�GHU�3ROLF\�XQG�GHU�6HFXULW\�3URSHUWLHV�'DWHL�]XYHUZHQGHQ�� 'LHVH� YHUZHQGHWHQ� �9DULDEOHQ�� YHUKDOWHQ� VLFK� ZLH� 9DULDEOHQ� DXI� GHU.RPPDQGR]HLOHQHEHQH��+LHU�VWHOOW�HLQH�9DULDEOH��]�%��PATH� HLQHQ� LQGLYLGXHOOHQ�:HUW� I�UHLQHQ�%HQXW]HU�GDU��*OHLFKHV�JLOW�I�U�GLH��9DULDEOH��LQ�GHQ�3ROLF\�RGHU�6HFXULW\�3URSHUWLHV'DWHLHQ��(LQ�:HUW�ZLH���^VRPH�SROLF\`���GHU�LQ�HLQHU�GHU�'DWHLHQ�DXIWDXFKW��ZLUG�GXUFK�GHQHQWVSUHFKHQGHQ�:HUW�GHU�6\VWHPHLJHQVFKDIW�HUVHW]W�
+LHU]X�HLQ�%HLVSLHO�

SHUPLVVLRQ�MDYD�LR�)LOH3HUPLVVLRQ���^XVHU�KRPH`���UHDG��

4XHOOWH[W����%HLVSLHO�]X�9DULDEOHQ�LQ�3ROLF\�E]Z��6HFXULW\�3URSHUWLHV�'DWHLHQ

'HU� $XVGUXFN� "${user.home}"� ZLUG� GXUFK� GHQ� HQWVSUHFKHQGHQ� $XVGUXFN� GHU6\VWHPHLJHQVFKDIW� �user.home� HUVHW]W�� ,VW� GHU� :HUW� ]�%�� �/home/wi97/kkoehler�Z�UGH�GHU�$XVGUXFN�XQWHU�4XHOOWH[W����]X�IROJHQGHP�lTXLYDOHQWHP�$XVGUXFN�I�KUHQ�

SHUPLVVLRQ�MDYD�LR�)LOH3HUPLVVLRQ���KRPH�ZL���NNRHKOHU���UHDG��

4XHOOWH[W����%HLVSLHO���]X�9DULDEOHQ�LQ�3ROLF\�E]Z��6HFXULW\�SURSHUWLHV�'DWHLHQ

:HLWHUKLQ� EHVWHKW� GLH� 0|JOLFKNHLW� I�U� SODWWIRUPXQDEKlQJLJH� 'DWHLHQ� PLW� "${/}" GHQVRJHQDQQWHQ�)LOH�6HSDUDWRU�DQ]XJHEHQ��'HU�)LOH�6HSDUDWRU�ZLUG�I�U�MHGH�3ODWWIRUP�LQ�HLQHUDQGHUHQ�:HLVH�LQWHUSUHWLHUW��6R�ZLUG�LQ�HLQHP�:LQGRZV�6\VWHP�GHU�%DFNVODVK��\� XQG�LQHLQHP�81,;�6\VWHP�GHU�QRUPDOH�6ODVK��/� YHUZHQGHW��$XFK�KLHU�HLQ�NOHLQHV�%HLVSLHO�

SHUPLVVLRQ�MDYD�LR�)LOH3HUPLVVLRQ���^XVHU�KRPH`�^�`���UHDG��

4XHOOWH[W����%HLVSLHO�]XP�)LOH�6HSDUDWRU

���GLH�KLHU�JHQDQQWH�'RPlQH�KDW�QLFKWV�PLW�GHU�3URWHFWLRQ�'RPDLQ�YRQ�ZHLWHU�REHQ�]X�WXQ�
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'DV�%HLVSLHO�Z�UGH�]X�IROJHQGHQ�,QWHUSUHWDWLRQHQ�I�KUHQ�
8QWHU�:LQGRZV�
SHUPLVVLRQ�MDYD�LR�)LOH3HUPLVVLRQ��F�?XVHUV?NNRHKOHU?���UHDG��

8QWHU�81,;�
SHUPLVVLRQ�MDYD�LR�)LOH3HUPLVVLRQ���KRPH�ZL���NNRHKOHU����UHDG��

4XHOOWH[W����%HLVSLHO�]XU�)LOH�6HSDUDWRU�,QWHUSUHWDWLRQ�XQWHU�:LQGRZV�XQG�81,;

(LQH� $XVQDKPH�� EHL� GHU� PDQ� NHLQH� )LOH� 6HSDUDWRUHQ� YHUZHQGHQ� VROOWH�� VWHOOHQ� GLHFRGH%DVH�$QJDEHQ�GDU��+LHU�ZHUGHQ�DOOH�6HSDUDWRUHQ�DXWRPDWLVFK�]X�QRUPDOHQ�6ODVKV�/� XPJHZDQGHOW��'LHV�OLHJW�GDULQ�EHJU�QGHW��GD��DOOH�FRGH%DVH�$QJDEHQ�85/V�VLQG�%HLVSLHO�

JUDQW�FRGH%DVH��ILOH���^MDYD�KRPH`�OLE�H[W��

4XHOOWH[W����%HLVSLHO�FRGH%DVH�6HSDUDWRU

8QWHU�:LQGRZV�Z�UGH��DXFK�ZHQQ�java.home�DXI�c:\jdk1.2.2�VWHKW��GLH�,QWHUSUHWDWLRQXQWHU�4XHOOWH[W����KHUDXVNRPPHQ�

JUDQW�FRGH%DVH��ILOH��&��MGN������OLE�H[W��

4XHOOWH[W����%HLVSLHO�FRGH%DVH�6HSDUDWRU�XQWHU�:LQGRZV

'LH� 9HUZHQGXQJ� GLHVHU� 9DULDEOHQ� LVW� �EHUDOO� GRUW� HUODXEW�� ZR� GXUFK$QI�KUXQJV]HLFKHQ� KHUYRUJHKREHQHU� 7H[W� DQJHJHEHQ� ZHUGHQ� NDQQ�� $OVRDXFK�LQ�GHQ�signedBy� target names� XQG�action )HOGHUQ�
,Q�GHU�6HFXULW\�3URSHUWLHV�'DWHL�NDQQ�DQJHJHEHQ�ZHUGHQ��RE�GLH�9HUZHQGXQJYRQ� 9DULDEOHQ� HUODXEW� VHLQ� VROO� RGHU� QLFKW�� 'D]X� PX�� GHU� (LQWUDJ�policy.expandProperties� HQWZHGHU� DXI� true� �6WDQGDUGZHUW�� RGHU
false�JHVHW]W�ZHUGHQ��True�VWHKW�KLHUEHL�I�U�GLH�(UODXEQLV��GLHVH�9DULDEOHQYHUZHQGHQ�]X�G�UIHQ�
'DV�6FKDFKWHOQ�YRQ�9DULDEOHQ�LVW�QLFKW�HUODXEW�6R�]�%���${user.${wasanderes}}��
=XP� 6FKOX�� PX�� QRFK� HUZlKQW� ZHUGHQ�� GD�� XQWHU� :LQGRZV� I�U� HLQHQ%DFNVODVK�LPPHU���%ODFNVODVKHV�DQJHJHEHQ�ZHUGHQ�P�VVHQ��c:\\users\\kkoehler\\startTheEngine.bat� ZLUG�VR�]X�c:\users\kkoehler\startTheEngine.bat� XQG� ZLUG� DXFK� VRLQWHUSUHWLHUW���

��� 6WULQJV� ZHUGHQ� PLW� +LOIH� HLQHV� VRJHQDQQWHQ� 6WUHDP7RNHQL]HU� YHUDUEHLWHW�� GHU� GHQ� %DFNVODVK� DOV� (VFDSH� =HLFKHQ
�DQVLHKW��1XU�GRSSHOW�DQJHJHEHQH�%DFNVODVKHV�ZHUGHQ�DOV�HLQIDFKHU�%DFNVODVK�LQWHUSUHSLHUW�
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������� 3ROLF\WRRO
'D�HV�EHL�GHU�(LQJDEH�GHU�3ROLF\�'DWHLHQ�LP��UHLQHQ��$6&,,�)RUPDW�VHKU�OHLFKW�]X�)HKOHUQNRPPHQ�NDQQ�� OLHIHUW�6XQ�VHLW� GHU�9HUVLRQ�����GHV�-'.V�HLQ�JUDILVFKHV�:HUN]HXJ� ]XPHGLWLHUHQ�GHU�3ROLF\�'DWHLHQ�PLW��'DV�policytool�XQWHUVW�W]W�GHQ�$QZHQGHU�GDEHL��GLH'DWHLHQ�]X�HU]HXJHQ�E]Z��]X�YHUZDOWHQ��,Q�$EELOGXQJ�����VLHKW�PDQ�GDV�3ROLF\WRRO�PLW�GHUVWDQGDUGPl�LJHQ�6\VWHP�3ROLF\�'DWHL��(V�VLQG�KLHU�]ZHL�%HUHFKWLJXQJHQ�HLQJHULFKWHW�
.OLFNW� PDQ� DXI� GHQ� (GLW� %XWWRQ��� JHODQJW� PDQ� ]X� $EELOGXQJ� ����� LQ� GHU� GLH%HUHFKWLJXQJVHLQWUlJH� DQJH]HLJW� ZHUGHQ�� 'LHVH� (LQWUlJH� LP� $6&,,� )RUPDW� ZHUGHQ� LQ4XHOOWH[W���JH]HLJW�

$EELOGXQJ�����3ROLF\WRRO�LP�.'(�XQWHU�/LQX[

���GLH�(GLW�6FKDOWIOlFKH�J
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$EELOGXQJ�����3ROLF\WRRO���3ROLF\�(QWU\���.'(�XQWHU�/LQX[

'LH� 0DVNHQ� ]XP� 1HXDQOHJHQ� YRQ� (LQWUlJHQ� LVW� JHQDXVR� LQWXLWLY� JHVWDOWHW� ZLH� GLHJH]HLJWHQ� 0DVNHQ� ]XU� $XVJDEH� GHU� 3ROLF\� 'DWHLHQ�� $XV� GLHVHP� *UXQG� VROO� GDUDXI� DQGLHVHU� 6WHOOH� QLFKW� ZHLWHU� HLQJHJDQJHQ� ZHUGHQ�� ,Q� $EELOGXQJ� ���� VLHKW� PDQ� GLH� OHHUH(LQJDEHPDVNH�� 'LH�:HUWH� OLQNV� HQWVSUHFKHQ� GHQ� LP� YRUKHULJHQ� $EVFKQLWW� YRUJHVWHOOWHQ)HOGHUQ��� LQ� GHU� 3ROLF\� 'DWHL�� %HL� GHU� (LQJDEH� ZLUG� PDQ� GXUFK� �9RUVFKODJVZHUWH�XQWHUVW�W]W�

$EELOGXQJ�����(LQH�QHXH�%HUHFKWLJXQJ�DXIQHKPHQ��

���3HUPLVVLRQ��WDUJHWBQDPH�XQG�DFWLRQV
���KWWS���GHYHORSHU�MDYD�VXQ�FRP�GHYHORSHU�RQOLQH7UDLQLQJ�6HFXULW\�)XQGDPHQWDOV�LPDJHV�SW$GG3HUP�JLI
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$EELOGXQJ� ���� ]HLJW� HLQ� %HLVSLHO� I�U� HLQH� DXVJHI�OOWH�0DNVH�� 6LH� Z�UGH�ZLH� IROJW� LQ� GHU3ROLF\�'DWHL�ZLHGHU�DXIWDXFKHQ���

JUDQW�^
SHUPLVVLRQ�MDYD�XWLO�3URSHUW\3HUPLVVLRQ��MDYD�LR�WPSGLU����UHDG��

`�

4XHOOWH[W����$6&,,�(QWVSUHFKXQJ�]XP�%HLVSLHO

$EELOGXQJ�����%HLVSLHO�HLQHU�DXVJHI�OOWHQ�0DVNH��

������� 9RUJHKHQ�EHLP�%HVWLPPHQ�YRQ�%HUHFKWLJXQJHQ
8QWHU� ������ ZXUGH� EHUHLWV� DXI� GRPDLQ�EHUJUHLIHQGH� 0HWKRGHQDXIUXIH� HLQJHJDQJHQ�� (VZXUGH� KLHUEHL� YRUDXVJHVHW]W�� GD�� HV� EHVWLPPWH� %HUHFKWLJXQJHQ� I�U� GLH� YHUVFKLHGHQH'RPDLQV�JLEW��:LH�NRPPHQ�GLHVH�DEHU�]XVWDQGH"�:LH�LVW�GDV�9RUJHKHQ�EHLP�%HVWLPPHQYRQ�%HUHFKWLJXQJHQ"
(V�LVW�SULQ]LSLHOO�P|JOLFK��GD��HLQ�2EMHNW�]X�PHKUHUHQ�(LQWUlJHQ�LQ�GHU�3ROLF\�'DWHL��SD�W��'LHV�LVW�LP�EHVRQGHUHQ�GDQQ�GHU�)DOO��ZHQQ�PDQ�PLW�:LOGFDUGV������DUEHLWHW��(LQH�.ODVVH�GLH� VLFK� ]�%�� DXI� GHP� 5HFKQHU� MDYD�VXEGRPDLQ�GRPDLQ� EHILQGHW�� NDQQ�� ZHQQ� HV� HLQHQ3ROLF\HLQWUDJ�I�U��GRPDLQ�XQG��VXEGRPDLQ�GRPDLQ�JLEW��]X�EHLGHQ�'RPDLQV�JHK|UHQ�
:LFKWLJ� LVW� LQ� GLHVHP� =XVDPPHQKDQJ�� GD�� GLH� hEHUSU�IXQJ�� ]X� ZHOFKHU� 'RPDLQ� HLQH.ODVVH�JHK|UW��I�U�MHGH�.ODVVH�LQGLYLGXHOO�GXUFKJHI�KUW�ZLUG�)ROJHQGHU�$OJRULWKPXV�ZLUG�I�U�GLH�hEHUSU�IXQJ�YHUZHQGHW���
� hEHUSU�IH�GLH�|IIHQWOLFKHQ�6FKO�VVHO��ZHQQ�GHU�&RGH�XQWHU]HLFKQHW�LVW�� :HQQ�GHU�6FKO�VVHO�LQ�GHU�3ROLF\�'DWHL�QLFKW�PLW�GHP�JHJHEHQHQ��EHUHLQVWLPPW�

LJQRULHUH�GHQ�6FKO�VVHO:HQQ�MHGHU�6FKO�VVHO�LJQRULHUW�ZXUGH��EHKDQGOH�GHQ�&RGH�DOV�QLFKW�XQWHU]HLFKQHW�� :HQQ�GHU�GLH�6FKO�VVHO�DQHUNDQQW�ZLUG�ZHUGHQ��RGHU�NHLQ�8QWHU]HLFKQHU�DQJHJHEHQZXUGH^ 9HUVXFKH�DOOH�85/V�LQ�GHU�3ROLF\�'DWHL�]X��EHUSU�IHQ`� :HQQ�ZHGHU�GLH�6FKO�VVHO�QRFK�GLH�85/�PLW�HLQHP�:HUW�LQ�GHU�3ROLF\�'DWHL�EHUHLQVWLPPW��YHUZHQGH�GLH�6WDQGDUGEHUHFKWLJXQJ���RULJLQDO��6DQGNDVWHQ��
���HLQ�3URJUDPP�N|QQWH�MHW]W�GHQ�2UW�GHV�WHPSRUlUHQ�9HU]HLFKQLV�HUIUDJHQ
���KWWS���GHYHORSHU�MDYD�VXQ�FRP�GHYHORSHU�RQOLQH7UDLQLQJ�6HFXULW\�)XQGDPHQWDOV�LPDJHV�SW$GG3HUP)LOOHG�JLI
���KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO



6WXGLHQDUEHLW�� 6LFKHUKHLWVPHFKDQLVPHQ�LQ�-DYD

.ULVWLDQ�.|KOHU 6HLWH����YRQ���

'LH�JHQDXH�%HGHXWXQJ�GHU�DQJHJHEHQHQ�FRGH%DVH�KlQJW�VWDUN�YRP�OHW]WHQ�=HLFKHQ�GHU=HLFKHQNHWWH� DE�� (QGHW� GLH� =HLFKHQNHWWH� PLW� HLQHP� ���� VLQG�� DX�HU� -$5� 'DWHLHQ�� DOOH'DWHLHQ� LP�9HU]HLFKQLV� DQJHVSURFKHQ�� $OOH�'DWHLHQ�� DOVR�&ODVV� XQG� -$5�'DWHLHQ�� VLQGDQJHVSURFKHQ�� ZHQQ� GLH� =HLFKHQNHWWH� PLW� HLQHP� ��� HQGHW�� (LQH� DEVFKOLH�HQGHV� ����VSULFKW�DOOH�'DWHLHQ�LQ�DOOHQ�8QWHUYHU]HLFKQLV��DXVJHKHQG�YRP�DQJHJHEHQHQ�9HU]HLFKQLV�DQ�
������� %HLVSLHOH�XQG�$QZHQGXQJHQ

,P�IROJHQGHQ�VROOHQ�NXU]H�%HLVSLHOH�JH]HLJW�ZHUGHQ��ZLH�3ROLF\�)LOHV�YHUZHQGHW�ZHUGHQN|QQHQ�XQG�ZHOFKH�%HUHFKWLJXQJ�VLFK�GDUDXV�HUJHEHQ�
:LFKWLJ� LVW�� GD�� EHL� HLQHP� VWDQGDUGPl�LJHQ� $XIUXI� GHU� -90� DXV� GHU.RPPDQGR]HLOH�GLH�6LFKHUKHLWVULFKWOLQLHQ�QLFKW�JUHLIHQ��+LHU]X�PX��HLQ
6HFXULW\�0DQDJHU�LQVWDOOLHUW�VHLQ��GHU�DXI�GLH�HQWVSUHFKHQGHQ�3ROLF\�)LOHV]XJUHLIW�

'LHV� HUUHLFKW� PDQ� GXUFK� IROJHQGHQ� .RPPDQGR]HLOHQDUJXPHQWH� EHL� $XIUXI� GHV3URJUDPPHV�

MDYD�±'MDYD�VHFXULW\�PDQDJHU�$SS1DPH

4XHOOWH[W����,QVWDOOLHUHQ�GHV�6HFXULW\0DQDJHUV��EHU�GLH�.RPPDQGR]HLOH

%HLP� JH]HLJWHQ� $XIUXI� XQWHU� 4XHOOWH[W� ��� ZLUG� GHU� PLWJHOLHIHUWH� 6HFXULW\0DQDJHU� I�UGLHVHV�3URJUDPP��$SS1DPH� HLQJHULFKWHW��:HOFKH�3ROLF\�'DWHLHQ�YHUZHQGHW�ZHUGHQ�ZLUGLQ� GHU� 'DWHL� java.security� GHILQLHUW�� (V� EHVWHKW� DEHU� DXFK� GLH� 0|JOLFKNHLW� ZHLWHUH3ROLF\�'DWHLHQ�HQWZHGHU�]XVlW]OLFK�RGHU�DXVVFKOLH�OLFK�EHLP�$XIUXI�]X�GHILQLHUHQ�'LHV�HUUHLFKW�PDQ��EHU�IROJHQGH�.RPPDQGR]HLOHQDUJXPHQWH�

MDYD�±'MDYD�VHFXULW\�PDQDJHU�±'MDYD�VHFXULW\�SROLF\ SRO85/�$SS1DPH

RGHU

MDYD�±'MDYD�VHFXULW\�PDQDJHU�±'MDYD�VHFXULW\�SROLF\  SRO85/�$SS1DPH

4XHOOWH[W����'HILQLWLRQ�YRQ�3ROLF\�'DWHLHQ�LQ�GHU�.RPPDQGR]HLOH

'HU�8QWHUVFKLHG�GHU�EHLGHQ�LQ�4XHOOWH[W����JH]HLJWHQ�.RPPDQGR]HLOHQDUJXPHQWH�OLHJW�LQGHU�=XZHLVXQJ�GHU�3ROLF\�'DWHL��9HUZHQGHW�PDQ�QXU� HLQ�*OHLFKKHLWV]HLFKHQ�� VR�ZLU� GLHJHQDQQWH� 3ROLF\� 'DWHL� ]XVlW]OLFK� ]X� GHU� EHUHLWV� LQVWDOOLHUWHQ� �VWDQGDUGPl�LJHQ�� 3ROLF\'DWHL� YHUZHQGHW�� 5XIW� PDQ� KLQJHJHQ� GDV� .RPPDQGR]HLOHQDUJXPHQW� PLW� GRSSHOWHQ*OHLFKKHLWV]HLFKHQ� DXI�� VR� ZLUG� QXU� QRFK� GLH� JHQDQQWH� 3ROLF\� 'DWHL� YHUZHQGHW�� $OOHDQGHUHQ�ZHUGHQ�LJQRULHUW�
0|FKWH� PDQ� LP� $SSOHWYLHZHU� 3ROLF\� 'DWHLHQ� YHUZHQGHQ�� HUUHLFKW� PDQ� GDV� GXUFKIROJHQGHQ�$XIUXI�

DSSOHWYLHZHU�±-�'MDYD�VHFXULW\�SROLF\ SRO85/�$SSOHW1DPH

4XHOOWH[W����'HILQLWLRQ�HLQHU�3ROLF\�'DWHL�I�U�GHQ�$SSOHWYLHZHU
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����� 6LFKHUKHLWVPDQDJHPHQW
,Q� GHQ� OHW]WHQ�$EVFKQLWWHQ�ZXUGH�QlKHU� GDUDXI� HLQJHJDQJHQ��ZLH�PDQ� � =XJULIIH� DXI� GLHYHUVFKLHGHQVWHQ� 5HVVRXUFHQ� XQWHUELQGHQ� E]Z�� HLQVFKUlQNHQ� NDQQ�� 'LHV� ZDU� DEHU� QXUHLQH� 6HLWH� GHV� 6LFKHUKHLWVPDQDJHPHQW� GHU� -DYD� 3ODWWIRUP�� :LH� GLHVH6LFKHUKHLWVHLQVWHOOXQJHQ� ]XU� /DXI]HLW� �GXUFKJHVHW]W�� ZHUGHQ�� ZLUG� LP� IROJHQGHQ� QlKHUEHVFKULHEHQ�

������� 6HFXULW\�0DQDJHU
-HGH� YLUWXHOOH� 0DVFKLQH� EHVLW]W� HLQHQ� 6HFXULW\� 0DQDJHU�� GHU� I�U� GLH� (LQKDOWXQJ� GHU6LFKHUKHLWVULFKWOLQLHQ�YHUDQWZRUWOLFK�LVW��$OOHUGLQJV�NDQQ�MHGH�YLUWXHOOH�0DVFKLQH�QXU�HLQHQ6HFXULW\�0DQDJHU� LQVWDOOLHUHQ�� ODGHQ�� (V� VSLHOW� GDEHL� NHLQH� 5ROOH�� RE� HV� VLFK� GDEHL� XPHLQHQ�VHOEVWJHVFKULHEHQ���RGHU�XP�GHQ�VWDQGDUGPl�LJHQ�KDQGHOW�,VW�HLQ�6HFXULW\�0DQDJHU�HLQPDO�LQVWDOOLHUW��NDQQ�HU�QLFKW�PHKU�GXUFK�HLQHQ�DQGHUHQ�HUVHW]WZHUGHQ��:lUH�GLHV�GHU�)DOO��ZlUH�MHGH�$QZHQGXQJ�LQ�GHU�/DJH��LKUHQ�HLJHQHQ��QLFKW�JDQ]VR VWUHQJHQ�� 6HFXULW\� 0DQDJHU� ]X� LQVWDOOLHUHQ� XQG� VRPLW� GLH� 6LFKHUKHLW� GHV� 6\VWHPV�LQGHP�VLH�GLH�JHJHEHQHQ�6LFKHUKHLWVULFKWOLQLHQ�XQWHUOlXIW��]X�JHIlKUGHQ�:LH�VFKRQ�XQWHU�������HUZlKQW�ZLUG�EHL�HLQHP�VWDQGDUGPl�LJHQ�$XIUXI�GHU�-90�DXV�GHU.RPPDQGR]HLOH� NHLQ� 6HFXULW\� 0DQDJHU� LQVWDOOLHUW�� 'LHV� PX�� �SHU� +DQG�� HUIROJHQ�� 'HQHQWVSUHFKHQGHQ�$XIUXI�]HLJW�4XHOOWH[W�����:HLWHUKLQ�EHVWHKW�GLH�0|JOLFKNHLW�HLQHQ�HLJHQHQ6HFXULW\�0DQDJHU��EHU�GDV�.RPPDQGR]HLOHQDUJXPHQW�DQ]XJHJHEHQ��YJO��4XHOOWH[W�����

MDYD�±'MDYD�VHFXULW\�PDQDJHU GH�U]IXQ�0\6HFXULW\0DQDJHU

4XHOOWH[W����$QJDEH�HLQHV�HLQJHQHQ�6HFXULW\�0DQDJHUV

/lGW�PDQ�NHLQHQ�6HFXULW\�0DQDJHU��KDW�GLH�$QZHQGXQJ�YROOH�.RQWUROOH��EHU�GLH�6\VWHP5HVVRXUFHQ�� 8P� GLHVH� ORFNHUH� +DQGKDEXQJ� ]X� lQGHUQ�� PX�� GLH� $QZHQGXQJ� LKUHQHLJHQHQ�6HFXULW\�0DQDJHU�LPSOHPHQWLHUHQ��ODGHQ��-HGHU� KHXWH� YHUI�JEDUH� ,QWHUQHWEURZVHU�� GHU� GLH� $XVI�KUXQJ� YRQ� -DYD� 3URJUDPPHQHUP|JOLFKW��MDYD�HQDEOHG��EHQXW]W�HLQHQ��HLJHQHQ��6HFXULW\�0DQDJHU��GHU�GHQ�6DQGNDVWHQ]XU�9HUI�JXQJ�VWHOOW��LQ�GHP�GLH�$SSOHWV�DXVJHI�KUW�ZHUGHQ��'LHVHU�6HFXULW\�0DQDJHU�ZLUGEHLP�6WDUW�GHU�YLUWXHOOHQ�0DVFKLQH�GHV�%URZVHUV�JHVWDUWHW�)�KUW�HLQ�-DYD�3URJUDPP�HLQH�2SHUDWLRQ��GLH�HYHQWXHOO�EHVFKUlQNW�VHLQ�N|QQWH��DXV��SU�IWGLH� YLUWXHOOH� 0DVFKLQH�PLW� +LOIH� GHV� 6HFXULW\� 0DQDJHUV�� RE� GLHVH�2SHUDWLRQ� DXVJHI�KUWZHUGHQ�GDUI� RGHU� QLFKW��:LUG� GLH�2SHUDWLRQ� YHUZHLJHUW�ZLUG� HLQH�SecurityExceptionHU]HXJW�� SecurityExceptions� VLQG� RuntimeExceptions� XQG� P�VVHQ� DXV� GLHVHP*UXQG�QLFKW�GXUFK�HLQ�try/catch�.RQVWUXNW�ÄDXIJHIDQJHQ³�ZHUGHQ�
(LQ�W\SLVFKHU�$XIUXI�HLQHU�6LFKHUKHLWV�EHUSU�IXQJ�PLW�+LOIH�HLQHV�6HFXULW\�0DQDJHUV�LVW�LQ4XHOOWH[W����GDUJHVWHOOW�
��
6HFXULW\0DQDJHU�VHFXULW\� �6\VWHP�JHW6HFXULW\0DQDJHU���
LI��VHFXULW\�� �QXOO��^
����VHFXULW\�FKHFN;;;�DUJXPHQW�����������
`
��

4XHOOWH[W����W\SLVFKHU�$XIUXI�HLQHU�6LFKHUKHLWV�EHUSU�IXQJ�PLW�+LOIH�GHV�6HFXULW\�0DQDJHUV

(LQ�6HFXULW\�0DQDJHU�VWHOOW�HLQH�9LHO]DKO�YRQ�checkXXX�� 0HWKRGHQ�]XU�9HUI�JXQJ��PLWGHQHQ� GLH� =XJULIIVEHUHFKWLJXQJHQ� JHSU�IW� ZHUGHQ�� 8P� GHQ� 6HFXULW\� 0DQDJHU� ]XHUZHLWHUQ�� NDQQ� PDQ� EHOLHELJ� YLHOH� checkXXX 0HWKRGHQ� KLQ]XI�JHQ�� 0DQ� LVW� GDQQ
���SecurityManger�LVW�HLQH�.ODVVH�LP�java.lang�3DNHW��YRQ�GHU�8QWHUNODVVHQ�JHELOGHW�ZHUGHQ�N|QQHQ
���GLH�;;;�P�VVHQ�GXUFK�HLQHQ�LQGLYLGXHOOHQ�1DPHQ�HUVHW]W�ZHUGHQ�
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DOOHUGLQJV� DQ� HLQHQ� 6HFXULW\� 0DQDJHU� JHEXQGHQ�� LQ� GHP� DOOH� 0HWKRGHQ� LPSOHPHQWLHUWVLQG��GLH�PDQ�]XU�hEHUSU�IXQJ�GHU�6LFKHUKHLWVULFKWOLQLHQ�EHQ|WLJW�
(LQ� %HLVSLHO� VROO� ]HLJHQ�� ZDV� JHVFKLHKW�� ZHQQ� HLQH� $QZHQGXQJ� 'DWHQ� DXV� HLQHU� 'DWHLOHVHQ� P|FKWH� �'LH� $QZHQGXQJ� I�KUW� HLQH� read()� 0HWKRGH� GHU� FileInputStream.ODVVHQ�DXV���'HU�6RXUFHFRGH�GHU�read()�0HWKRGH�JHKW�IROJHQGHUPD�HQ�YRU�
� 3U�IW��RE�HLQ�6HFXULW\�0DQDJHU�JHODGHQ�LVW�� :HQQ�HLQ�6HFXULW\�0DQDJHU�JHODGHQ� LVW�� UXIW�HU��GHU�6RXUFHFRGH��GLH�checkRead()0HWKRGH�DXI�� :HQQ� GLH� FKHFN5HDG��� 0HWKRGH� �RKQH� )HKOHU� ]XU�FNNHKUW���� GDQQ� ZLUG� GHU/HVHYRUJDQJ�IRUWJHVHW]W�� :HQQ� GLH� checkRead()� 0HWKRGH� GLH� %HUHFKWLJXQJ� QLFKW� HUWHLOW�� ZLUG� HLQH6HFXULW\([FHSWLRQ�HU]HXJW�

UHDG���0HWKRGH
DXIJHUXIHQ

*LEW�HV�HLQHQ
6HFXULW\0DQDJHU"

6HFXULW\0DQDJHU�UXIW�GLH
FKHFN5HDG���0HWKRGH�DXI�

%HUHFKWLJXQJ�ZLUG�HUWHLOW�

FKHFN5HDG���HU]HXJW�([FHSWLRQ

FKHFN5HDG���EHHQGHW

/HVHQ�IRUWVHW]HQ

/HVHQ�HUODXE"

MD

MD

QHLQ

QHLQ

$EELOGXQJ�����3U�IHQ�YRQ�%HUHFKWLJXQJHQ

���(V�ZXUGH�NHLQH�([FHSWLRQ�HU]HXJW
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������� $FFHVV�&RQWUROOHU
'LH�KLHU�EHVFKULHEHQHQ�6LFKHUKHLWVPHFKDQLVPHQ�PLW�GHP�6HFXULW\�0DQDJHU�VLQG�DXFK�LQ-DYD���QRFK�HLQVHW]EDU��$OOHUGLQJV�LVW�GLHV�QXU�DXV�*U�QGHQ�GHU�$EZlUWVNRPSDWLELOLWlW��]XGHQ�lOWHUHQ�-'.�9HUVLRQHQ�GHU�)DOO�,Q� GHU� -DYD� �� 3ODWWIRUP� WULIIW� GHU� $FFHVV� &RQWUROOHU� DOOH=XJULIIVEHUHFKWLJXQJVHQWVFKHLGXQJHQ��(U�EHVLW]W�LP�*UXQGH�GUHL�$XIJDEHQ���
� (QWVFKHLGXQJ� GDU�EHU�� RE� GHU� =XJULII� DXI� EHVWLPPWH� 6\VWHP� 5HVVRXUFHQ� HUODXEW

ZHUGHQ� NDQQ� RGHU� QLFKW�� �'LHVH� (QWVFKHLGXQJ� ZLUG� PLW� +LOIH� GHU� 3ROLF\� 'DWHLHQJHWURIIHQ��� &RGHDXVVFKQLWWH� DOV� �SULYLOHJHG�� ]X� PDUNLHUHQ� XQG� DOOH� GDUDXI� DXIEDXHQGH� =XJULIIHGHPHQWVSUHFKHQG�]X�EHHLQIOXVVHQ�� (LQHQ� �6FKQDSSVFKX��� GHV� JHUDGH� DNWXHOOHQ� .RQWH[WHV� ��8PJHEXQJ��� 3URWHFWLRQ'RPDLQ��]X�HUKDOWHQ��XP�GDPLW�=XJULIIVHQWVFKHLGXQJHQ�DQGHUHU�.RQWH[WH�LQ�EH]XJ�DXIGHQ�JHVLFKHUWHQ�.RQWH[W�]X�ELOGHQ�
:LH�GHU�$FFHVV&RQWUROOHU�VHLQH�GUHL�$XIJDEHQ�HUI�OOW��ZLUG�ZHLWHU�XQWHQ�QlKHU�HUOlXWHUW�
'HU�$XIUXI�]XU�hEHUSU�IXQJ�YRQ�6LFKHUKHLWVULFKWOLQLHQ�VLHKW�]�%��IROJHQGHUPD�HQ�DXV�
��
)LOH3HUPLVVLRQ�SHUP� �QHZ�)LOH3HUPLVVLRQ��SDWK�ILOH���UHDG���
$FFHVV&RQWUROOHU�FKHFN3HUPLVVLRQ�SHUP��
��

4XHOOWH[W����$XIUXI�GHU�6LFKHUKHLWV�EHUSU�IXQJ�PLW�+LOIH�GHV�$FFHVV&RQWUROOHUV

$XFK�KLHU�JLOW�:HQQ� GLH� %HUHFKWLJXQJ� QLFKW� HUWHLOW� ZLUG�� ZLUG� HLQH� ([FHSWLRQ� HU]HXJW�$FFHVV&RQWUROOHU([FHSWLRQ����

��������� $OJRULWKPXV�]XP�hEHUSU�IHQ�YRQ�%HUHFKWLJXQJHQ
:LH� VFKRQ� XQWHU� ������ EHVWHKW� GLH� 0|JOLFKNHLW�� GD�� VLFK� HLQH� $QZHLVXQJVHLQKHLW� �EHUPHKUHUH�3URWHFWLRQ�'RPDLQV�HUVWUHFNW��'HU�$FFHVV&RQWUROOHU�KDW� LQ�GLHVHP�)DOO�GDI�U�]XVRUJHQ��GD��GLH�HQWVSUHFKHQGH�$QZHQGXQJ�JHQDX�GLH�5HFKWH�EHNRPPW��PLW� GHQHQ� VLHDXVJHVWDWWHW�ZXUGH��+LHU�QRFK�HLQPDO�NXU]�GLH�)DXVWUHJHO�� QDFK�GHU� LQ� VROFK�HLQHP�)DOOYRUJHJDQJHQ�ZLUG�

:HQQ� �PLQGHVWHQV�� HLQH� 0HWKRGH� LQ� GHU� $QZHLVXQJVNHWWH� QLFKW� GLH� MHZHLOLJH%HUHFKWLJXQJ� EHVLW]W�� ZLUG� HLQH� AccessControllerException� HU]HXJW��NOHLQVWHU�JHPHLQVDPHU�1HQQHU����'LHV�LVW�QLFKW�GHU�)DOO��ZHQQ�GLH�0HWKRGH�DOV�SULYLOHJHG�� JHNHQQ]HLFKQHW� LVW� XQG� DOOH� DQGHUHQ� 0HWKRGHQ�� GLH� YRQ� LKU� LPIROJHQGHQ�DXIJHUXIHQ�ZHUGHQ��GLH�MHZHLOLJH�%HUHFKWLJXQJ�EHVLW]HQ�

���KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
���$FFHVV&RQWUROOHU([FHSWLRQ�LVW�HLQH�YHUHUEWH�.ODVVH�YRQ�MDYD�ODQJ�6HFXULW\([FHSWLRQ
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)�U� GLH� 9RUJHKHQVZHLVH� EHLP� %HVWLPPHQ� YRQ� %HUHFKWLJXQJHQ� JLEW� HV� ]ZHL,PSOHPHQWDWLRQVVWUDWHJLHQ�
� 'LH��HDJHU�HYDOXDWLRQ����,PSOHPHQWDWLRQ�:LH�GHU�1DPH�VFKRQ�VDJW��KDQGHOW�HV�VLFK�KLHUEHL�XP�HLQH��HLIULJH��9RUJHKHQVZHLVH�.RPPW�HLQ�7KUHDG�]X�HLQHU�3URWHFWLRQ�'RPDLQ�RGHU�VWDPPW�HU�DXV�LKU��ZLUG�GLH%HUHFKWLJXQJ��GLH�VLFK�GDUDXV�HUJLEW��VRIRUW�G\QDPLVFK�EHVWLPPW��-HGHU�7KUHDG�LVWVRPLW�LPPHU�PLW�GHU�MHZHLOLJHQ�%HUHFKWLJXQJ�DXVJHVWDWWHW�� 'LH��OD]\�HYDOXDWLRQ����,PSOHPHQWDWLRQ�$XFK�KLHU�VSULFKW�GHU�1DPH�%lQGH��%HL�GHU��IDXOHQ��%HUHFKQXQJ�ZLUG�GLH�%HUHFKWLJXQJHLQHV�7KUHDGV�HUVW�GDQQ�EHVWLPPW��ZHQQ�HV�]X�HLQHU�%HUHFKWLJXQJVDQIUDJH�NRPPW�
%HLGH�,PSOHPHQWDWLRQHQ�KDEHQ�9RU��XQG�1DFKWHLOH��%HL�GHU��HLIULJHQ��9RUJHKHQVZHLVH�LVWGLH�%HUHFKWLJXQJVEHVWLPPXQJ�UHODWLY�HLQIDFK�XQG�LQ�YLHOHQ�6LWXDWLRQHQ�UHFKW�VFKQHOO��'HU1DFKWHLO� GLHVHU� 0HWKRGH� EHVWHKW� DOOHUGLQJV� GDULQ�� GD�� GRPDLQ�EHUJUHLIHQGH0HWKRGHQDXIUXIH��I�U�GLH�]XU�=HLW�GHV�$XIUXIV�QRFK�5HFKWH��EHUHFKQHW��ZHUGHQ�P�VVHQ�|IWHU� VWDWWILQGHQ�� DOV� GLH� VFKQHOOHQ� %HUHFKWLJXQJVEHVWLPPXQJHQ�� GLH� VFKRQ� �LP� 9RUIHOG�JHNOlUW� VLQG�� XQG� VRPLW� HLQ� JUR�HU� 3UR]HQWVDW]� GHU� G\QDPLVFKHQ%HUHFKWLJXQJV]XRUGQXQJHQ�QXW]ORV�LVW�
'HU� 1DFKWHLO� GHU� �IDXOHQ�� 9DULDQWH� EHVWHKW� LQ� GHU� *HVFKZLQGLJNHLW� EHL� �QRUPDOHQ�%HUHFKWLJXQJVEHVWLPPXQJHQ�� DOVR� GHU� QLFKW� GRPDLQ�EHUJUHLIHQGHQ�� GD� GLHVH� HUVW� ]XP=HLWSXQNW�GHU�$QIUDJH�EHUHFKQHW�ZHUGHQ�
6XQ�0LFURV\VWHPV� VLHKW� DEHU� LQ� GHU� ]ZHLWHQ� 9DULDQWH� GHQ� |NRQRPLVFKHUHQ� $QVDW]� XQGYHUZHQGHW� DXV� GLHVHP� *UXQG� EHL� GHU� %HVWLPPXQJ� YRQ� %HUHFKWLJXQJHQ� GLH� �OD]\HYDOXDWLRQ��,PSOHPHQWDWLRQ�
)ROJHQGHU� 4XHOOWH[W� VWHOOW� GHQ� $OJRULWKPXV� �3VHXGRFRGH�� GDU�� GHU� LQ� GHU
checkPermission�0HWKRGH�YHUZHQGHW�ZLUG�XP�%HUHFKWLJXQJHQ�]X�EHVWLPPHQ�

L� �P�
ZKLOH��L�!����^
���LI��GLH�'RPDLQ�GHU�0HWKRGH�L�YHUI�JW�QLFKW��EHU�GLH�%HUHFKWLJXQJ�
�������WKURZ�$FFHVV&RQWURO([FHSWLRQ
���HOVH�LI��0HWKRGH�L�LVW�DOV��SULYLOHJHG��JHNHQQ]HLFKQHW�
�������UHWXUQ�
���L� �L�����
`�

4XHOOWH[W����3VHXGRFRGH�$OJRULWKPXV�]XP�%HVWLPPHQ�YRQ�%HUHFKWLJXQJHQ

'LH�]X�SU�IHQGH�$QZHLVXQJ�LQ�4XHOOWH[W����HUVWUHFNW�VLFK��EHU�P�0HWKRGHQ��0HWKRGH�PUXIW� LQ�GLHVHP�%HLVSLHO�GLH�checkPermission�0HWKRGH�DXI�� ,Q�GHU�checkPermission0HWKRGH�ZLUG�MHW]W�QDFKHLQDQGHU�JHSU�IW��RE�GLH�MHZHLOLJHQ�%HUHFKWLJXQJHQ�YRUOLHJW��/LHJWNHLQH�%HUHFKWLJXQJ�YRU��ZLUG�HLQH�([FHSWLRQ�HU]HXJW�
��������� 8PJDQJ�PLW��SULYLOHJHG�

8QWHU�������ZXUGH�DXFK�VFKRQ�NXU]�DXI�GLH�doPrivileged�0HWKRGH�HLQJHJDQJHQ��+LHUVROO� GHU� 8PJDQJ� PLW� Äprivileged³ QlKHU� EHWUDFKWHW� ZHUGHQ�� 0LW� LKU� LVW� HV� P|JOLFK�&RGHIUDJPHQWH� NXU]]HLWLJ� PLW� PHKU� 5HFKWHQ� DXV]XVWDWWHQ�� DOV� LKUHU� $QZHQGXQJQRUPDOHUZHLVH�]XVWHKHQ�Z�UGHQ��'LHVH�0HWKRGH� LVW�QHX� LP�6LFKHUKHLWVPDQDJHPHQW�GHU-DYD�3ODWWIRUP��(V�KDQGHOW�VLFK�XP�HLQH�static�method�LQ�GHU�$FFHVV&RQWUROOHU�.ODVVH�PLW� GHU� GHU� $FFHVV&RQWUROOHU� GDU�EHU� LQIRUPLHUW� ZLUG�� GD�� GHU� &RGH� DOV� �provileged�JHNHQQ]HLFKQHW� LVW��XQG�GD���HJDO�YRQ�ZHOFKHU�0HWKRGH�HU�DXIJHUXIHQ�ZXUGH��GHU�&RGHDXI�VHLQH�]XJHVWDQGHQHQ�5HVVRXUFHQ�]XJUHLIHQ�NDQQ�
���IUHL��EHUVHW]W��HLIULJH�:HUWEHUHFKQXQJ�
���IUHL��EHUVHW]W��IDXOH�:HUWEHUHFKQXQJ�
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8P� HLQH� $XVI�KUXQJVHLQKHLW� DOV� privileged ]X� NHQQ]HLFKQHQ� PX�� PDQ� GLH
doPrivileged� 0HWKRGH� YHUZHQGHQ�� ,VW� HLQH� $QZHLVXQJVHLQKHLW� DXI� GLHVH� :HLVHPDUNLHUW�� XQG� EHVLW]W� VLH� GLH� Q|WLJHQ� %HUHFKWLJXQJHQ�� EULFKW� GHU� $FFHVV&RQWUROOHU� GLHZHLWHUHQ�6LFKHUKHLWV�EHUSU�IXQJHQ�I�U�GLHVH�0HWKRGH�DE��XQG�JLEW�VRPLW�GLH�Ä$XVI�KUXQJIUHL³��'LHVH�9RUJHKHQVZHLVH�VLHKW�PDQ�DXFK�UHFKW�JXW�LP�3VHXGRFRGH�GHV�4XHOOWH[W����
4XHOOWH[W� ��� ]HLJW� GHQ� SULQ]LSHOOHQ� $XIEDX� HLQHU� 0HWKRGH�� GLH� HLQ� &RGHIUDJPHQW� DOV
privileged NHQQ]HLFKQHQ�P|FKWH�

HLQH0HWKRGH���^
����������QRUPDOHU�&RGH����
�������$FFHVV&RQWUROOHU�GR3ULYLOHJHG�QHZ�3ULYLOHJHG$FWLRQ���^
�����������SXEOLF�2EMHFW�UXQ���^
������������������KLHU�NRPPW�DOV�SULYLOHJHG�JHNHQQ]HLFKQHWHU�&RGH�
���������������6\VWHP�ORDG/LEUDU\��DZW���
���������������UHWXUQ�QXOO�
�����������`
�������`��
����������XQG�KLHU�NRPPW�ZLHGHU�QRUPDOHU�&RGH���
��`

4XHOOWH[W����$XIUXI�GHU�GR3ULYLOHJHG�0HWKRGH

'HU� 0HWKRGH� doPrivileged PX�� HLQ� $UJXPHQW� GHV� 7\SV� PrivilegedAction�EHUJHEHQ�ZHUGHQ��PrivilegedAction LVW�HLQ�,QWHUIDFH�PLW�HLQHU�HLQ]LJHQ���run() �0HWKRGH��� %HLP�$XIUXI�GHU�doPrivileged�0HWKRGH�ZLUG�GLH�run 0HWKRGH�GHU�,QVWDQ]GHV�PrivilegedAction 2EMHNWV�DXVJHI�KUW�
'LH� 0HWKRGH�� GLH� DOV� SULYLOHJHG� JHNHQQ]HLFKQHW� LVW�� PX�� �EHU� GLH%HUHFKWLJXQJ�YHUI�JHQ��GLH�GLH�$QZHLVXQJHQ�LP�doPrivileged�7HLO�]XU$XVI�KUXQJ�EHQ|WLJHQ�

'HU� 5�FNJDEHZHUW� GHU� run 0HWKRGH� VWHOOW� JOHLFK]HLWLJ� GHQ� 5�FNJDEHZHUW� GHU
doPrivileged 0HWKRGH� GDU�� 'D� LP� RELJHQ� %HLVSLHO� GLH� run� 0HWKRGH� NHLQHQ5�FNJDEHZHUW� EHVLW]W�� ZLUG� GHU� 5�FNJDEHZHUW� GHU� doPrivileged� 0HWKRGHYHUQDFKOlVVLJW��)DOOV�GLH�GR3ULYLOHJHG�0HWKRGH�HLQHQ�5�FNJDEHZHUW�EHVLW]W��NDQQ�GLHVHUZLH� MHGHU� DQGHUH� 5�FNJDEHZHUW� HLQHU� 0HWKRGH� EHKDQGHOW� ZHUGHQ�� (V� ZLUG� DEHUYRUDXVVLFKWOLFK�HLQ�cast Q|WLJ�VHLQ��EHYRU�PDQ�PLW�GHP�2EMHNW�ZHLWHUDUEHLWHQ�NDQQ��GDHV�VLFK�LPPHU�XP�HLQHQ�5�FNJDEHZHUW�GHV�7\SV�Object KDQGHOW�
%HVWHKW� GLH� 0|JOLFKNHLW�� GD�� GLH� 0HWKRGH� HLQH� ÄFKHFNHG³��� ([FHSWLRQ� HU]HXJW�� PX�DQVWDWW�GHV�,QWHUIDFHV�3ULYLOHJHG$FWLRQ�GDV�,QWHUIDFH�3ULYLOHJHG([FHSWLRQ$FWLRQ�YHUZHQGHWZHUGHQ��4XHOOWH[W����]HLJW�KLHU]X�HLQ�%HLVSLHO�

���,P�RELJHQ�%HLVSLHO�KDQGHOW�HV�VLFK�XP�HLQH�DQRQ\PH�LQQHUH�.ODVVH��GLH�GLHVHV�,QWHUIDFH�LPSOHPHQWLHUW�
���(LQH�([FHSWLRQ�GLH�EHL�GHU�0HWKRGHQ�'HNODUDWLRQ�XQWHU�WKURZV�DXIJHI�KUW�ZLUG�
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VRPHPHWKRG���WKURZV�)LOH1RW)RXQG([FHSWLRQ�^
���QRUPDO�FRGH�KHUH���

����WU\�^
�)LOH,QSXW6WUHDP�ILV� ��)LOH,QSXW6WUHDP�
�$FFHVV&RQWUROOHU�GR3ULYLOHJHG��QHZ�3ULYLOHJHG([FHSWLRQ$FWLRQ���^
� SXEOLF�2EMHFW�UXQ���WKURZV�)LOH1RW)RXQG([FHSWLRQ�^
� UHWXUQ�QHZ�)LOH,QSXW6WUHDP��HLQH'DWHL���
� `
�`���

����`�FDWFK��3ULYLOHJHG$FWLRQ([FHSWLRQ�H��^
����KLHU�PX��HLQH�)LOH1RW)RXQG([FHSWLRQ�HU]HXJW�ZHUGHQ�

� WKURZ��)LOH1RW)RXQG([FHSWLRQ��H�JHW([FHSWLRQ���
�����`

����QRUPDO�FRGH�KHUH���
`

4XHOOWH[W����$QZHQGXQJ�GHV�,QWHUIDFHV�3ULYLOHJHG([FHSWLRQ$FWLRQ

'DV�.RQ]HSW�HLQHV�GR3ULYLOHJHG�0HWKRGHQDXIUXIV�H[LVWLHUW�QXU� LQQHUKDOEHLQHV�7KUHDGV�� ,VW� GHU�$XIUXI� EHHQGHW��ZHUGHQ�GLH�%HUHFKWLJXQJHQ�� GLHNXU]]HLWLJ�DXVJHVSURFKHQ�ZRUGHQ�VLQG��ZLHGHU�]XU�FNJHQRPPHQ�
:LFKWLJ�LVW�DXFK��GD���ZHQQ�LQQHUKDOE�GHU�doPrivileged�0HWKRGH�QLFKWYHUWUDXWHU� XQG� PLW� ZHQLJHU� 5HFKWHQ� DXVJHVWDWWHWHU� &RGH� DXVJHI�KUWZLUG�� GLHVHU� QLFKW�PHKU�5HFKWH� HUODQJW�� DOV� LKP� ]XVWHKHQ��1XU� LP�)DOO�GD�� GLH� doPrivileged 0HWKRGH� GLH� 5HFKWH� EHVLW]W� XQG� DOOH� GDUDXIIROJHQGHQ� 0HWKRGHQ� �LQ� LKU� DXIJHUXIHQHQ� 0HWKRGHQ�� DXFK�� ZLUG� NHLQH([FHSWLRQ�HU]HXJW��ÄGLH�%HUHFKWLJXQJ�HUWHLOW³��

��������� 9HUHUEXQJ�GHV�$FFHVV&RQWUROOHU�.RQWH[WHV
:HQQ� HLQ� QHXHU� 7KUHDG� HU]HXJW� ZLUG�� ZLUG� JOHLFK]HLWLJ� DXFK� HLQ� QHXHU� 6WDFN� HU]HXJW�:�UGH�MHW]W�GHU�DNWXHOOH�$FFHVV&RQWUROOHU�.RQWH[W�QLFKW�YHUHUEW�ZHUGHQ��Z�UGH�EHL�HLQHP$XIUXI�YRQ�FKHFN3HUPLVVLRQ�LQQHUKDOE�GHV�QHXHQ�7KUHDGV��HLQH�6LFKHUKHLWVHQWVFKHLGXQJQXU�DXI�*UXQG�GHV�.RQWH[WHV�GHV�QHXHQ�7KUHDGV�XQG�QLFKW�DXI�*UXQGODJH�GHV�.RQWH[WGHV�HU]HXJHQGHQ�7KUHDGV��GHP�(OWHUQ�7KUHDG��JHWURIIHQ�ZHUGHQ�
'LHVHU� $QVDW]� LVW� HLJHQWOLFK� QLFKW� ZHLWHU� VFKOLPP�� (U� VWHOOW� ELV� DQ� GLHVH� 6WHOOH� NHLQ6LFKHUKHLWVSUREOHP� GDU�� 'DV� (QWZLFNHOQ� YRQ� VLFKHUKHLWVUHOHYDQWHP� &RGH�� EHVRQGHUV6\VWHP�&RGH�� LVW� LQ�VROFK�HLQHQ�)DOO�QXU�ZHVHQWOLFK� IHKOHUDQIlOOLJHU��(LQ�NOHLQHV�%HLVSLHOKLHU]X�
(LQ� (QWZLFNOHU� QLPPW� DQ�� GD�� HLQ� Ä.LQG� 7KUHDG³� GHQ� 6LFKHUKHLWVNRQWH[W�� DOVR� DOOH%HUHFKWLJXQJVHLQVWHOOXQJHQ�� VHLQHV� Ä(OWHUQ� 7KUHDGV³� HUEW�� � ,P� Ä.LQG� 7KUHDG³�� GHP� LQGLHVHP�)DOO� YHUWUDXW� ZHUGHQ�Z�UGH�� ZLUG� GDQQ� DXI� 5HVVRXUFHQ� ]XJHJULIIHQ� XQG� I�U� DOOHDQGHUHQ� ]XJUHLIHQGHQ�0HWKRGHQ� IUHLJHJHEHQ�� -HW]W� N|QQWH� GHU� Ä(OWHUQ� 7KUHDG³�� GHP� LQGLHVHP� %HLVSLHO� QLFKW� YHUWUDXW� ZHUGHQ� Z�UGH�� RKQH� %HUHFKWLJXQJ� DXI� GLH� 5HVVRXUFH]XJUHLIHQ��'LHVH�.RQVWHOODWLRQ�Z�UGH�ÄXQEHDEVLFKWLJWH³�6LFKHUKHLWVO|FKHU�|IIQHQ�
$XV� GLHVHP� *UXQG� ZLUG� EHLP� (U]HXJHQ� HLQHV� QHXHQ� 7KUHDGV� LPPHU� GHU6LFKHUKHLWVNRQWH[W� GHV� Ä(OWHUQ� 7KUHDGV³� PLW� YHUHUEW�� XP� VLFKHU]XVWHOOHQ�� GD�� NHLQH0HWKRGH� GXUFK� (U]HXJHQ� HLQHV� QHXHQ� 7KUHDGV� PHKU� 5HFKWH� HUODQJHQ� NDQQ�� DOV� LKUQRUPDOHUZHLVH�]XVWHKHQ�Z�UGH�
)ROJH� GDUDXV� LVW�� GD�� GHU� ORJLVFKH� .RQWH[W� GHV� 7KUHDGV�� GLH� .RQWH[WH� EHLGHU� 7KUHDGVHQWKlOW��GHQ�.RQWH[W�GHV�(OWHUQ�7KUHDGV�XQG�GHV�QHXHQ�7KUHDGV��GLH�GDQQ�DXFK��EHUSU�IWZHUGHQ�P�VVHQ�
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(V�HUJLEW�VLFK�GDUDXV�GLH�%HUHFKWLJXQJV�EHUSU�IXQJ�LQ�4XHOOWH[W����

L� �P�
ZKLOH��L�!����^
���LI��GLH�'RPDLQ�GHU�0HWKRGH�L�YHUI�JW�QLFKW��EHU�GLH�%HUHFKWLJXQJ�
�������WKURZ�$FFHVV&RQWURO([FHSWLRQ
���HOVH�LI��0HWKRGH�L�LVW�DOV��SULYLOHJHG��JHNHQQ]HLFKQHW�
�������UHWXUQ�
���L� �L�����
`�

����$OV�QlFKVWHV�ZLUG�GHU�.RQWH[W��GHU�EHLP�(U]HXJHQ�YHUHUEW�ZXUGH��EHUSU�IW�
����:HQQ�HLQ�QHXHU�7KUHDG�HU]HXJW�ZLUG��ZLUG�LQ��LQKHULWHG�
����GHU�$FFHVV&RQWURO&RQWH[W�GHV�$XVI�KUXQJV]HLWSXQNWHV�GHV�(OWHUQ�7KUHDG�LP
����.LQG�7KUHDG�JHVSHLFKHUW�

�LQKHULWHG&RQWH[W�FKHFN3HUPLVVLRQ�SHUPLVVLRQ��

4XHOOWH[W����(UZHLWHUXQJ�GHV�3VHXGRFRGH�$OJRULWKPXV�]XP�%HVWLPPHQ�YRQ�%HUHFKWLJXQJHQ

=X�%HDFKWHQ�LVW�'LH� 9HUHUEXQJ� HQGHW� QLFKW� EHL� GHU� HUVWHQ� 9HUHUEXQJ�� 6LH� ZLUGZHLWHUJHI�KUW��(V�JLEW�VR]XVDJHQ�DXFK�(QNHO�'HU�YHUHUEWH�.RQWH[W�ZLUG�]XP�=HLWSXQNW�GHU�(U]HXJXQJ�GHV�7KUHDGV�XQGQLFKW�EHL�GHU�HUVWHQ�$XVI�KUXQJ��DXIJHQRPPHQ��

��������� $FFHVV&RQWURO&RQWH[W
-HW]W�HUJLEW�VLFK�HLQ�ZHLWHUHV�3UREOHP��1RUPDOHUZHLVH�I�KUW�GLH�FKHFN3HUPLVVLRQ�0HWKRGH6LFKHUKHLWV�EHUSU�IXQJHQ�LP�DNWXHOO�DXVI�KUHQGHQ�7KUHDG�DXV��:DV�SDVVLHUW�DEHU��ZHQQGLH�6LFKHUKHLWV�EHUSU�IXQJ�QLFKW�LP�DNWXHOOHQ�.RQWH[W�VWDWWILQGHQ�NDQQ��VRQGHUQ�LQ�HLQHPDQGHUHQ�.RQWH[W�DXVJHI�KUW�ZHUGHQ�PX�"�$OV�%HLVSLHO��(LQ�7KUHDG�VFKLFNW�HLQ�(UHLJQLV�DQHLQHQ� DQGHUHQ� 7KUHDG�� 'HU� DQJHVSURFKHQH� 7KUHDG� EHQ|WLJW� MHW]W� 6LFKHUKHLWV�LQIRUPDWLRQHQ��XP�HQWVFKHLGHQ� ]X�N|QQHQ�� RE�GLH� DQJHIUDJWH�$NWLRQ�DXVJHI�KUW�ZHUGHQNDQQ� RGHU� QLFKW�� (V� KDQGHOW� VLFK� EHLP� ]ZHLWHQ� 7KUHDG� XP� HLQHQ� NRPSOHWW� DQGHUHQ.RQWH[W�
8P�JHQDX�GLHVH�3UREOHPDWLN�]X�O|VHQ��JLEW�HV�GLH�.ODVVH�AccessControlContext� GLHHLQHQ� 6FKQDSSVFKXVV� GHU� %HUHFKWLJXQJVVWUXNWXUHQ� GDUVWHOOW�� 'LH� .ODVVH
AccessControll VWHOOW� HLQH� 0HWKRGH� getContext ]XU� 9HUI�JXQJ�� PLW� GHU� VROFKH6FKQDSSVFK�VVH� HUVWHOOW� ZHUGHQ� N|QQHQ�� 0LW� +LOIH� GLHVHV� 6FKQDSSVFKXVVHV� N|QQHQ%HUHFKWLJXQJVHQWVFKHLGXQJHQ�HLQHV�DQGHUHQ�7KUHDGV��EHUSU�IW�ZHUGHQ��0DQ�PX��KLHU]XGHP� DXIJHUXIHQHQ� 7KUHDG� QXU� QRFK� GHQ� AccessControlContext� DOV� $UJXPHQW� PLW�EHUJHEHQ�
$XFK� GLH� .ODVVH� AccessControlContext� EHVLW]W� HLQH� 0HWKRGH� checkPermission�PLW�GHU�GLH�HLJHQWOLFKH�hEHUSU�IXQJ�DXVJHO|VW�ZLUG�XQG�VRPLW�DOV�$UJXPHQW��EHUJHEHQHÄ.RQWH[WH��EHUSU�IW³�ZHUGHQ�N|QQHQ�
$XV�GLHVHQ�hEHUOHJXQJHQ�HUJLEW�VLFK�GHU�3VHXGRFRGH�GHU�checkPermission�0HWKRGH�GHU�LP�$FFHVV&RQWUROOHU�YHUZHQGHW�ZLUG�



6WXGLHQDUEHLW�� 6LFKHUKHLWVPHFKDQLVPHQ�LQ�-DYD

.ULVWLDQ�.|KOHU 6HLWH����YRQ���

L� �P�
ZKLOH��L�!����^
���LI��FDOOHU�L
V�GRPDLQ�GRHV�QRW�KDYH�WKH�SHUPLVVLRQ�
�������WKURZ�$FFHVV&RQWURO([FHSWLRQ
���HOVH�LI��FDOOHU�L�LV�PDUNHG�DV�SULYLOHJHG��^
�����������LI��D�FRQWH[W�ZDV�VSHFLILHG�LQ�WKH�FDOO�WR�GR3ULYLOHJHG�

�������FRQWH[W�FKHFN3HUPLVVLRQ�SHUPLVVLRQ��
����UHWXUQ�

���`
���L� �L�����
`�

����1H[W��FKHFN�WKH�FRQWH[W�LQKHULWHG�ZKHQ����WKH�WKUHDG�ZDV�FUHDWHG��:KHQHYHU�D�QHZ
WKUHDG� LV� FUHDWHG�� WKH� ��� $FFHVV&RQWURO&RQWH[W� DW� WKDW� WLPH� LV� ��� VWRUHG� DQG� DVVRFLDWHG
ZLWK�WKH�QHZ�WKUHDG��DV�WKH��LQKHULWHG����

FRQWH[W��LQKHULWHG&RQWH[W�FKHFN3HUPLVVLRQ�SHUPLVVLRQ��

4XHOOWH[W����9HUZHQGHWHU�3VHXGRFRGH�LQ�GHU�FKHFN3HUPLVVLRQ�0HWKRGH

������� 6HFXULW\0DQDJHU�LP�9HUJOHLFK�]XP�$FFHVV&RQWUROOHU
'HU� LQ� GHU� -DYD� �� 3ODWWIRUP� QHX� HLQJHI�KUWH� $FFHVV&RQWUROOHU� LVW� YROO� ]XP� ÄDOWHQ³6HFXULW\0DQDJHU�DEZlUWVNRPSDWLEHO��$OOH�FKHFN�0HWKRGHQ�VLQG�DXFK�LP�$FFHVV&RQWUROOHUZHLWHU�HLQVHW]EDU��$OOHUGLQJV�I�KUW�GHU�QHXH�6HFXULW\0DQDJHU�GLH�6LFKHUKHLWV�EHUSU�IXQJPLW�+LOIH�GHV�$FFHVV&RQWUROOHU�DXV��YJO��4XHOOWH[W�����
8P� GLH� %H]LHKXQJ� ]ZLVFKHQ� GHP� 6HFXULW\0DQDJHU� XQG� GHP� $FFHVV&RQWUROOHU� ]XYHUVWHKHQ��PX��PDQ�VLFK�LP�NODUHQ�VHLQ��GD��GHU�6HFXULW\0DQDJHU�GLH�]HQWUDOH�5ROOH�GHU6LFKHUKHLWV�EHUSU�IXQJHQ� GDUVWHOOW�� XQG� GHU� $FFHVV&RQWUROOHU� ÄQXU³� EHVRQGHUH=XJULIIVNRQWUROODOJRULWKPHQ� GDUVWHOOW�� +LHU� VLQG� 0HWKRGHQ� ZLH� GLH� doPrivilegedLPSOHPHQWLHUW�
0LW�GHP�$FFHVV&RQWUROOHU�ODVVHQ�VLFK�UHODWLY�OHLFKW�HLJHQH�%HUHFKWLJXQJHQ�HLQI�KUHQ�XQGVSlWHU�GDQQ�DXFK�VHKU�JXW�YHUZDOWHQ�
:ROOWH�PDQ�LP�6HFXULW\0DQDJHU�QHXH�%HUHFKWLJXQJHQ�HLQI�KUHQ��PX�WH�PDQ�HLQHQ�QHXHQ6HFXULW\0DQDJHU� LPSOHPHQWLHUHQ� XQG� VHLQH� HLJHQHQ� checkXXX� 0HWKRGHQ� KLQ]XI�JHQ�'LHVH�UHODWLY�XPVWlQGOLFKH�XQG�]XP�7HLO�DXFK�VHKU�VLFKHUKHLWVNULWLVFKH��9RUJHKHQVZHLVHLVW� LP�0HFKDQLVPXV�PLW�GHP�$FFHVV&RQWUROOHU�QLFKW�PHKU�Q|WLJ��+LHU� LPSOHPHQWLHUW�PDQHLQH�QHXH�3HUPLVVLRQ�.ODVVH�XQG�NDQQ�GLHVH�GDQQ�UHFKW�HLQIDFK�HLQVHW]HQ�XQG�YHUZDOWHQ�(V� VLQG� NHLQH� VLFKHUKHLWVNULWLVFKHQ� bQGHUXQJHQ� GHU� HLJHQWOLFKHQ� ÄhEHUSU�IXQJVLQVWDQ]³PHKU�Q|WLJ�
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��� .RPPHQWDU
0|FKWH� PDQ� VlPWOLFKH� 6LFKHUKHLWVPHFKDQLVPHQ� GHU� GRFK� UHFKW� NRPSOH[HQ� 3ODWWIRUPGDUVWHOOHQ��ZlUH�GHU�KLHU�YRUJHVFKULHEHQH�5DKPHQ�UHFKW�VFKQHOO�JHVSUHQJW��$XV�GLHVHP*UXQG� KDEH� LFK� QXU� HLQHQ� UHODWLY� NOHLQHQ�� DEHU� PHLQHU� $QVLFKW� QDFK� UHFKW� ZLFKWLJHQ%HUHLFK��KHUDXVJHQRPPHQ�
,Q�PHLQHQ�$XVI�KUXQJHQ�ELQ�LFK�QXU�GDUDXI�HLQJHJDQJHQ��GD��VLFK�GLH�3URJUDPPH�VFKRQLQ� GHU� YLUWXHOOHQ� 0DVFKLQH� EHILQGHQ�� %LV� VLH� GRUW� VLQG�� P�VVHQ� VLH� DXFK� HLQLJH6LFKHUKHLWVLQVWDQ]HQ��EHUZLQGHQ��$Q�GLHVHU�6WHOOH�VROO��XP�GHQ�8PIDQJ�GLHVHV�%HUHLFKVGDU]XVWHOOHQ��QRFK�HLQPDO�GDUJHVWHOOW�ZHUGHQ��ZHOFKH�6FKULWWH�GDV�LP�JUREHQ�VLQG�
6LFKHUKHLW� LQ� GHU� -DYD� 3ODWWIRUP� EHJLQQW� VFKRQ� EHL� GHU� 6SUDFKH� DQ� VLFK�� 6R� VLQG� ]�%�3RLQWHU� ZLH� VLH� DXV� &�&��� EHNDQQW� VLQG� LQ� -DYD� NHLQ� 7KHPD�� 'XUFK� GDV� 8QWHUELQGHQVROFKHU�$QZHLVXQJHQ�EHVLW]W�-DYD�VFKRQ�DOV�6SUDFKH�HLQ�VHKU�KRKHV�6LFKHUKHLWVQLYHDX�'D�� GLHVH� 6SUDFKNRQVWUXNWH� DXFK� HLQJHKDOWHQ� ZHUGHQ� LVW� ZLHGHUXP� GLH� $XIJDEH� GHV&RPSLOHUV�� $XFK� KLHU� PXVV� DXI� 6LFKHUKHLW� JHDFKWHW� ZHUGHQ�� 'XUFK� (LQVDW]� HLQHVÄE|VDUWLJHQ³� &RPSLOHUV� NDQQ� PDQ� DXFK� -DYD� %\WHFRGH� HU]HXJHQ�� GHU� HLQ� 6\VWHPJHIlKUGHQ� NDQQ�� $EHU� DXFK� KLHU� ELHWHW� GLH� -DYD� 3ODWWIRUP� HLQH�0|JOLFKNHLW�� VLFK� JHJHQVROFKH� $QJULIIH� ]X� VFK�W]HQ�� 'HU� VRJHQDQQWH� %\WHFRGH� 9HULILHU� SU�IW� EHLP� /DGHQ� GHV&RGHV�GXUFK�GHQ�&ODVV/RDGHU�GHQ�NRPSOHWWHQ�&RGH��RE�HU�DXFK�GHQ�.RQYHQWLRQHQ�GHU6SUDFKH�-DYD�JHQ�JW�
(V�VLQG�DOVR�ELV�HLQ�3URJUDPP�DXVJHI�KUW�ZHUGHQ�NDQQ�YLHOH�HLQ]HOQH�6FKULWWH�QRWZHQGLJ�EHL�GHQHQ�ZLHGHUXP�6LFKHUKHLWVPHFKDQLVPHQ�LPSOHPHQWLHUW�VLQG�E]Z��VHLQ�P�VVHQ�$Q�GLHVHU�6WHOOH�NDQQ�QXU�DQJHVSURFKHQ�ZHUGHQ��GD��PDQ�EHL�GHU�%HUHFKWLJXQJVIUHLJDEH�EHU� GLH� 3ROLF\� 'DWHLHQ� JHQDX� �EHUOHJHQ� VROO�� ZDV� PDQ� GHQQ� JHUDGH� IUHLJLEW�� :LHHUZlKQW�� N|QQHQ� DXI� GHQ� HUVWHQ� %OLFN� UHFKW� XQEHGHXWHQGH� %HUHFKWLJXQJHQ�� ZLH� XQWHU4XHOOWH[W����]X�VHKHQ��]X�JUR�HQ�6LFKHUKHLWVSUREOHPHQ�I�KUHQ�

MDYD�ODQJ�5XQWLPH3HUPLVVLRQ��FUHDWH&ODVV/RDGHU�

4XHOOWH[W����FUHDWH&ODVVORDGHU�3HUPLVVLRQ

:HLWHUH� 7KHPHQ� ZLH� 9HUVFKO�VVHOXQJ� RGHU� GLJLWDOH� 6LJQDWXUHQ� �8QWHU]HLFKQHQ� YRQ$SSOHWV��ZXUGHQ�KLHU�QLFKW�HUZlKQW�
0HLQHU�$QVLFKW�QDFK��ELHWHW�-DYD�HLQH�VLFKHUH�3ODWWIRUP��GLH�VLFK�LQ�QlKHUHU�=XNXQIW�QRFKZHLWHU�YHUEUHLWHQ�ZLUG��*HUDGH�GLH�0|JOLFKNHLW�3URJUDPPH��EHU�GDV�,QWHUQHW�]X�ODGHQ�XQGMHGHV� 3URJUDPP� LQGLYLGXHOOH� 6LFKHUKHLWVULFKWOLQLHQ� ]X� XQWHUZHUIHQ�� VWHOOW� HLQH� SHUIHNWH0|JOLFKNHLW�GDU��3URJUDPPH�YRQ�IUHPGHQ�3HUVRQHQ�QXU�PLW�5HFKWHQ�DXV]XVWDWWHQ��GLH�GLH6\VWHPVLFKHUKHLW� QLFKW� JHIlKUGHQ�� $QGHUHUVHLWV� NDQQ� PDQ� DXFK� 3URJUDPPHQ�� GLH� DXVÄJHVLFKHUWHU³� 4XHOOH� NRPPHQ� PHKU� 5HFKWH� HLQUlXPHQ�� 6R� VWHKW� LQ� =XNXQIW� GHU9HUEUHLWXQJ�YRQ�ÄJU|�HUHQ³�3URJUDPPHQ��EHU�GDV�,QWHUQHW�QLFKWV�PHKU�LP�:HJH�(LQH�VLFKHUH�3ODWWIRUP�VWHKW�]XU�9HUI�JXQJ�
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/LWHUDWXUYHU]HLFKQLV
+HLG��-|UQ 2IIHQH�*HVHOOVFKDIW��L;��1RYHPEHU�������6HLWH�����II
*RQJ��/L -DYD�6HFXULW\�$UFKLWHFWXUHÄ2QOLQH�LP�,QWHUQHW³��6XQ�0LFURV\VWHPV�����

KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
KWWS���GHYHORSHU�MDYD�VXQ�FRP�GHYHORSHU�RQOLQH7UDLQLQJ�6HFXULW\�)XQGDPHQWDOV�6HFXULW\�KWPOK
WWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF��KWPO
KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF���KWPO
KWWS���MDYD�VXQ�FRP�SURGXFWV�MGN�����GRFV�JXLGH�VHFXULW\�VSHF�VHFXULW\�VSHF�GRF���KWPO
$EIUDJHGDWXP������������

0DJH/DQJ�,QVWLWXWH )XQGDPHQWDOV�RI�-DYD�6HFXULW\Ä2QOLQH�LP�,QWHUQHW³��6XQ�0LFURV\VWHPV�����
KWWS���GHYHORSHU�MDYD�VXQ�FRP�GHYHORSHU�RQOLQH7UDLQLQJ�6HFXULW\�)XQGDPHQWDOV�6HFXULW\�KWPO
$EIUDJHGDWXP����������

2DNV��6FRWW� -$9$�6HFXULW\(UVWH�$XVJDEH�PLW�NOHLQHUHQ�.RUUHNWXUHQ�2�5HLOO\�)HEUXDU�����
�RKQH�9HUIDVVHU� VXQ�HGXFDWLRQDO�VHUYLFHV�±�,PSOHPHQWLQJ�-DYD�6HFXULW\5HYLVLRQ�$��6XQ6HUYLFH��)HEUXDU�����

http://developer.java.sun.com/developer/onlineTraining/Security/Fundamentals/Security.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
http://java.sun.com/products/jdk/1.2/docs/guide/security/spec/security-spec.doc3.html
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